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Preface

It is commonplace within and outside the intelligence community to
acknowledge the predominant role of technology in the collection,
dissemination, and even analysis of information. With roots traceable to
events in the late 1800s, this technological phenomenon loomed ever larger
in the twentieth century. The increasing reliance on photographic, signals,
and electronic intelligence has been viewed with varying degrees of
celebration and concern by scholars and intelligence professionals.

This volume contains the essays and commentaries originally presented at
the Thirteenth Military Symposium held to address this topic at the United
States Air Force Academy from October 12 to 14, 1988. The participants
in the conference attempted to provide a preliminary evaluation of the
transformations that have occurred within the military intelligence community
as a consequence of the Second World War. Not only did that conflict
accelerate advances in technical means of collection, it also led to an
international willingness to share intelligence on an unprecedented scale.
The years 1939-1945 therefore witnessed a true "revolution” in intelligence
collection and cooperation. That war also caused an interrelated growth in
organizational size, efficiency, and sophistication that helped gain the craft
of intelligence an acceptance in operational circles that it had not previously
enjoyed.

While this intelligence story is one of significant individual and corporate
achievement, nearly all the participants in this conference reminded listeners
of the inherent limitations of research into aspects of the subject that remain
sensitive for today’s national security. That is the salient lesson of these
essays. Access to intelligence source material is limited and historians are
often frustrated with conditions that necessitate less than full disclosure on
many subjects. Nevertheless, with the growing awareness by the public of
both the high cost of technology and the central role of intelligence in the
national decisionmaking process, the citizenry can legitimately argue its own
"need-to-know." An assessment of the role and importance of
intelligence—and the effectiveness of the attendant technologies—can clearly
benefit from the objective perspective of the historian.

The Symposium in Military History is a biennial event jointly sponsored
by the Air Force Academy’s Department of History and its Association of
Graduates. It provides a public forum for -academic scholars, military
professionals, Academy cadets, and concerned citizens to exchange ideas on
military affairs and military history.

Symposia of this scale and complexity are never realized without the




individual and collective contributions of many people and organizations.
From the beginning of the symposium series in 1967, successive meetings
have been devoted to a specific topic chosen for the occasion. The subject
for this symposium was the brainchild of Maj. Bill Williams, an Air Force
intelligence officer and history instructor at the Academy. Special thanks are
owed to all those who offered their knowledge and wisdom in developing
the program. Lt. Gen. Charles R. Hamm, Superintendent of the Academy,
and Brig. Gen. Erlind G. Royer, Dean of the Faculty, deserve special
recognition for their commitment and support of this event. As in the past,
the Association of Graduates, the George and Carol Olmsted Foundation,
and the Major Donald R. Backlund Memorial Fund provided generous
financial assistance. The officers and staff of the Academy’s Department of
History were indispensable to the success of the symposium. Lt. Col. Harry
Borowski and Lt. Col. Bryant Shaw provided important leadership during the
formative stages of organization, and Col. Carl Reddel, Lt. Col. Phil
Meilinger, Maj. Mark Clodfelter, and Capt. Lorry Fenner were the executive
overseers and implementers for all phases of the actual conference. The
professionalism and hard work of all members of the department ensured the
meeting’s success.

Bringing the record of the conference to published form was yet another
formidable task. Mrs. Christy Whale, Mrs. Nellie Dykes, Mr. James Shatto,
Mrs. Zoreen Cruise, and Mr. Antonio M. Rodriguez gave their expert typing
support in preparing the manuscript for publication. Special thanks go to the
individual contributors who made this volume possible. The views and
interpretations contained in each essay are those of the author and do not
necessarily reflect the official position of the United States Air Force.
Indebted as I am to all those who gave so much of their time and effort to
make this volume a reality, responsibility for all errors is mine alone.

Walter T. Hitchcock, Lt. Col.,, USAF
U.S. Air Force Academy
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Thirty-first Harmon Memorial Lecture
World War II: An Intelligence

Revolution
Sir Harry Hinsley

In the Second World War, if we leave aside the information they obtained
by overt means from embassies, the Press, the radio and other such channels,
governments received their intelligence from four sources:

1. Physical contact in the form of captured documents, the censorship of mail
and the interrogation of prisoners;

2. Espionage;

3. Aerial reconnaissance, particularly aerial photographic reconnaissance; and
4. Signals intelligence, SIGINT for short.

About these four sources we should note two preliminary points.
Essentially, each of them had always existed. There never was a time when
governments did not avail themselves of censorship, captures, prisoners and
spies; aerial reconnaissance was old-fashioned reconnaissance greatly extended
by the development of flying since the beginning of this century; SIGINT, in the
same way, was the product of the marriage of one of the most ancient of
crafts—cryptanalysis—with the advent of wireless communication. In the
second place, all governments exploited all these sources in World War II or did
their best to do so.

To this extent the outbreak of the war was not at once followed by an
intelligence revolution, and this was all the more the case because until the
autumn of 1941—for the first two years of the war—the intelligence bodies on
both sides achieved roughly equal success or failure. To illustrate this point by
reference only to SIGINT, the most valuable and prolific of all the sources,
British success in breaking the cypher used by the Germans in the April 1940
invasion of Norway and in reading the Luftwaffe’s communications from May
1940 was balanced by the fact that the Germans read between 30 and 50 percent
of British naval traffic in the North Sea and the Atlantic during 1940, and a
considerable amount of the French Army’s traffic from the outbreak of war to
the fall of France. That the British were reading the high-grade cyphers of the
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Italian Army, Navy and Air Force from September 1940 to the end of 1941 was
offset by Axis successes during most of that period against equivalent British
cyphers in the Mediterranean and Middle East.

Axis successes against British cyphers did not cease at the end of 1941.
From January 1942 to June 1943 Germany continued to read many of the codes
and cyphers associated with the Atlantic convoys. However, the previous rough
equivalence of advantage in SIGINT gave way in the autumn of 1941 to massive
Allied superiority. It did so in a process by which, while Axis openings were
successively blocked, the Allied penetration of Axis communications, and
especially of German communications, was progressively expanded. It was
expanded to a degree that had never been achieved before, even in wartime.
Leaving aside the decryption of tactical codes and cyphers—confining ourselves
to the highest-grade decrypts for which London used the code-name ULTRA and
Washington used the code-names ULTRA and MAGic—the Allies were reading
from the end of 1942 between 3,000 and 4,000 German signals a day and a
large, but somewhat smaller, volume of Italian and Japanese traffic. Whereas to
Germany, Italy, and Japan virtually all the Allied cyphers had by then been
made invulnerable.

While SIGINT, as a result of the development of radio, was for the first time
in history the most prolific as well as the most reliable intelligence source, and
since the possession of it made it possible to maximize the benefits and
minimize the defects of the other sources, the scale of this transformation
enabled intelligence to exercise an unprecedented influence on the course and
outcome of the war. In the longer term, as a direct consequence of that
experience, it had a profound and permanent effect on the status and the
organization of intelligence. Intelligence is unlikely ever again to return to the
age of innocence—to that condition of general neglect interspersed with bursts
of belated and amateur endeavor in times of crisis—that had characterized it to
the middle of the twentieth century.

How, then, was the transformation brought about? In answering this
question nothing is more striking than the extent to which both fortune and
foresight, both good luck and good judgment, played their part. This point is
best illustrated by the long and tangled history of that achievement which was
most central to the transformation—the conquest of the German Enigma
machine.

The Enigma was Germany’s answer to the problems raised by their wish to
most effectively utilize radio in military operations. Impregnable cyphers as
well as the capability to cypher and decypher large volumes of confidential
signals were necessary. To achieve the advantages of mass production,
Germany chose to rely almost exclusively on a single electro-mechanical typing
machine, called Enigma, distributing it widely throughout each of the three
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services and within such other organizations as the Abwehr (the German
counterintelligence service), the railways, and the police. By each of its user
organizations, however, the machine was adapted to different arrangements and
procedures, and each of them operated it with different keys for different
functions and in different theaters. Some 250 keys, each constituting a different
cypher, were identified during the war, and at no time after 1941 were less than
fifty in force concurrently. Because each key was reset daily once war had
begun, and as the finding of any setting involved the selection of one out of
many millions of possible solutions, the Germans had good reason to feel
confident that even in war conditions the Enigma would remain safe against all
but local and temporary compromise. And yet the machine was basically, if not
irretrievably, compromised as early as 1932, and beginning in May 1940 after an
interlude since September 1938, the Allies went on to recover over 180 wartime
keys and to read their traffic almost currently.

The prewar compromise owed almost everything to chance or, as the
Germans might think, to misfortune. The Poles broke the machine by methods
that involved great mathematical ingenuity, but the methods were possible only
because in 1931 a German signals officer supplied its operating instructions and
settings for periods of some length to the French Secret Service, which passed
them to Warsaw. But fortune played a much less central part in the wartime
conquest of the Enigma.

The Polish success had been brought to an end in 1938 by the last in a
sequence of prewar German security improvements. Despite the invaluable
assistance obtained from the Poles, and that from September 1939 the Germans
used the machine more heavily in operational conditions, whereas they had
previously used it sparsely and mainly for practice traffic, the British did not
fully solve any wartime keys—to bring them to the point at which the settings
were found daily without great delay—until the spring of 1940, when they
mastered the key used in Norway from 10 April and the Luftwaffe’s general
purpose key from 20 May. Many regional and specialized Luftwaffe keys were
thereafter solved, often as soon as they were brought into force; but it is further
testimony to the formidable problems presented by the Enigma that no naval
keys were solved regularly before June 1941, and no Army keys (with the
exception of one on the Russian front from June 1941) till the spring of 1942.
Nor need we doubt that but for careful preparations over a long period of time
the British authorities would not, even then, have overcome these problems.

Without their foresight in centralizing cryptanalysis on an interdepartmental
basis after World War I, in recruiting the best available talents to it from 1938,
and not least in recognizing that those talents should be interdisciplinary, the
conquest of the Enigma would have been impossible. And while it would have
been impossible without brilliant mathematicians, and particularly without their
development of machinery of a sophistication the Germans had not allowed for,
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it would equally have been impossible without the input of a whole array of
nonmathematical ingenuity.

These successes once achieved could not be counted on to continue. They
were subject to two threats. The Germans, who had made successive
improvements to the security of the Enigma before the war, might continue to do
so as a matter of ordinary precaution. Or they might refashion it from suspicion
or conviction that it had been radically compromised. Under the pressures of
war and in view of the unexpected wide dispersal of their armed forces, the
German authorities, with one notable exception, deferred routine precautionary
measures until after the middle of 1944. Not until early in 1945, when the
Enigma was daily vulnerable to physical compromise, did they take measures in
the belief that it was no longer secure. The exception was the U boat Command.
In February 1942, motivated initially by suspicion—which was, however, set
aside after a professional inquiry—it took the precaution of bringing into force a
new Enigma key, one that used an additional wheel and was 26 times more
difficult to solve.

The effects of this setback, and of those originating from the burden of
solving the ever increasing proliferation of ordinary keys, were offset, though
with remarkably small delay, by another of the great developments of World
War II. From the spring of 1942 the British and American intelligence bodies
created for SIGINT, as for other forms of intelligence, a single organization in
which the amalgamation of resources and the division of labor were virtually
complete. This joint effort was necessary to sustain success against the Enigma.
And as the Allies wrestled after the autumn of 1944 with Germany’s adoption of
increasingly severe security measures, they had to fear that not even their
combined resources would suffice to maintain their critical advantage. As a
result of Germany’s delay in producing either precautionary measures or drastic
revisions, the Allies kept their advantage, and even extended it, down to the end
of the war.

It is tempting to attribute this incredible delay by the Germans to their undue
confidence in the invulnerability of the Enigma before the war, and to their
incompetence and complacency after the war began. But there are good grounds
for holding that their original confidence was not unreasonable, and that to think
otherwise is to belittle the ingenuity and the versatility of the Allied SIGINT
effort. These capabilities were displayed against Japanese and Italian cyphers as
well as against Germany’s, and against other German cyphers besides the
Enigma—most notably against the system Germany introduced for
communication between her high-level headquarters in a signaling system based
on teleprinter impulses that were automatically cyphered and decyphered on
transmission and at the point of reception. The British had broken this system
even before it was fully operational, by developing an approximation to the
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modern computer. Thus, the argument for wartime German incompetence
overlooks some important considerations which must be taken into account if
one is to understand the intelligence revolution in this war.

In continuing to make no allowance for the development of machine
methods against the Enigma, the Germans were undoubtedly swayed by their
own inability to make any progress against Allied machine cyphers and the fact
that they had no opportunity to capture them. The danger that they might
believe the Enigma had become insecure, if only as a consequence of captures,
was contained until almost the end of the war by, on the one hand, the existence
of the other intelligence sources and, on the other, exceptionally careful Allied
precautions. Oblivious of the Allied possession of ULTRA, but knowing that,
like themselves, the Allies exploited the other sources, they attributed to
prisoners, deserters, spies or treachery the setbacks they encountered as a result
of SiGINT—and all the more so because they were fighting alongside unreliable
Allies in occupied countries with hostile populations. The Allies also utilized
this situation to conceal their reliance on ULTRA from their own forces by citing
the other sources as the basis for operational orders inspired by SIGINT.
Concealment from their own forces, however, was only one part of the
meticulous system of precautions the Allies evolved to avert the enemy’s
attention from the use they were making of ULTRA intelligence in their
operations.

At some stages in the war—as it happens, with the assistance of Italian
machine decrypts as well as of Enigma decrypts—the British were sinking 60
percent of the Axis shipping that plied between the European Mediterranean
ports and North Africa, but no Axis ship was attacked before the enemy had
learned that it had been sighted by an aircraft or warship which, unknown to
itself, had been put in a position to make the sighting. There were occasions on
which, to the alarm of the Allied authorities, the procedures broke down—when
orders were issued that referred to the intelligence or when a cover was not
provided for the action that might result. There were also situations to which
these precautions could not be applied. In the Atlantic, in particular, there was a
long period in which the decrypts of the instructions to U boats, though used to
great effect, were used only passively, to route convoys out of the path of U
boats rather than to steer the escorts to where the U boats were waiting or
refueling. In such a situation, in which more and more U boats made fewer and
fewer sightings, the mere absence of sightings of convoys was bound to create
enemy suspicions as happened in the German U boat Command in early 1942.
In order to lull German suspicions the Allies utilized such methods as
exaggerating the extension of Allied air reconnaissance to the mid-Atlantic and
by propagating a rumor that the Allies had invented a miraculous radar which
detected submerged U boats over great distances: The planting of this type of
cover had to be very carefully controlled but without these tremendous efforts to
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keep the secret, while maximizing its use, the situation would have been
different.

Against these considerations it may be argued that if the Allied precautions
were effective it was only because, like all successful deception measures, they
buttressed known convictions, and that Germany’s assumptions and blindspots
must still be attributed in the last resort to undue confidence and profound
carelessness. But it is necessary to guard against hindsight. The war by this
time had seen a revolution—at least in the amount, the continuity, the reliability,
and the currency of intelligence. This undermined Germany’s security to an
unparalleled extent, but, unlike the Allies, the Germans, did not know that the
transformation had taken place. Moreover, the Allies were not entirely shielded
against overconfidence. Although they were benefiting from the revolution,
they did not realize that the Germans were reading their convoy cyphers until,
from the end of 1942, the truth was revealed by explicit references in the
Enigma decrypts of the instructions being issued by the U boat Command to
their U boats. And while this confirms that it is a counsel of perfection to
preach that it is unwise to be confident about anything, ever, it also raises a
further question. What was the value of all this mass of intelligence? If its
existence could remain undetected for so long, can its influence have been
decisive, as is so widely believed?

In addressing this question it is important to distinguish between the impact
of intelligence on the course of operations and, on the other hand, its strategic
value.

As every commander and any intelligence officer knows, intelligence is only
one among many elements affecting the course of operations. It is necessary to
consider much else when reaching decisions, and many other factors besides the
decisions affect the outcome. For these reasons the operational impact of
intelligence was always variable, not to say haphazard, even if it was far less so
than had previously been the case.

It was especially so up to the summer of 1941 when, as well as giving
roughly equal advantage to both sides, intelligence was limited in volume and
usually obtained with some delay, if obtained at all. Although claims to the
contrary have been made, few British operations before that date benefited from
intelligence. With photographic aerial reconnaissance, but without assistance
from other sources, the authorities were able in the autumn of 1940 to time their
bombing of the concentrations of invasion barges in the Channel so as to obtain
maximum effect. In the winter of 1940-1941 the British were able to mitigate
the ferocity of the Blitz with the help of SIGINT, prisoners of war and equipment
recovered from crashed enemy aircraft. In the spring of 1941, thanks to advance
warnings from SIGINT, the Bismarck was sunk at the beginning of her cruise,
whereas the Graf Spee had been caught at the end of a long sortie without any
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benefit from intelligence at all. Also, that same spring the Royal Navy
intercepted the Italian Fleet and defeated it at the battle of Cape Matapan, with a
slight amount of SIGINT. In Crete the defending force inflicted a severe mauling
on the German airborne invaders. The operational achievements of intelligence
were increasing, but they remained few in number.

After the summer of 1941, in contrast, most battles or sizable encounters in
the European and Mediterranean theaters, with the possible exception of the
Russian front, were influenced by the Allied superiority in intelligence,
especially by the sheer volume of current decrypts. But the contribution made
by intelligence was by no means always important, let alone decisive. Random
factors like luck or misjudgment were sometimes uppermost. A great deal was
known about the enemy’s intentions when convoy PQ-17 sailed for Murmansk
in June 1942, but the convoy still ran into disaster. On the other hand, the
sinking of the Scharnhorst in the Arctic on the day after Christmas 1943 was
almost wholly brought about because intelligence, though small, became crucial
when the enemy made mistakes. Sometimes relative strength settled the
question. In the first battle of El Alamein in June-July 1942 intelligence about
the Africa Corps was not yet plentiful, but it was decisive in enabling the British
commander to prevent Rommel’s greatly superior armor from breaking through
to Cairo—despite the fact that Romme! was better supplied with field
intelligence. Before and during the second battle of El Alamein in October 1942
the amount of intelligence about Rommel’s forces was massive, but those forces
were by then so inferior to Montgomery’s that it played little part in the British
victory.

It would be very wrong, however, to assess the significance of intelligence
for the outcome of the El Alamein battles by measuring only its direct impact on
them. What limited Rommel’s superiority before the summer of 1942, and
helped to eliminate it by the autumn, was the British use of SIGINT to destroy his
supply shipping. Axis losses, rising to a peak of over 60 percent of southbound
Mediterranean shipping in November 1941 and to another peak between 50 and
60 percent in October 1942, were almost entirely attributable to decrypts of
cypher keys that had been solved regularly since June 1941. Nor was this the
only direction in which the transformation of the intelligence situation to the
advantage of the Allies now laid the basis for the indirect, long-term, strategic
effects that intelligence was to exercise till the end of the war. Also from June
1941, for the first time, the British read the U boat traffic regularly and
currently, an advance that almost wholly explains why they prevented the U
boats from dominating the Atlantic during the autumn of 1941 and the winter of
1941-1942.

What, then, was the overall influence of intelligence on the war? It is not
easy to give a precise assessment. If its impact on individual operations was not
always decisive, and was sometimes nil, its strategic impact was indirect and
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cumulative. It is thus difficult to measure it now, as it was difficult for the
enemy to discern it at the time. But two conclusions may be advanced without
qualification. In the first place, the claim that intelligence by itself won the
war—a claim that is self-evidently absurd—may be dismissed. The British
survived with little benefit from it before Germany invaded Russia in June 1941,
as the Russians survived invasion with little benefit from it; and as Russia’s
survival was followed by the entry of the United States in December 1941, the
Axis would have been defeated even if the Allies had not acquired by that date
the superiority in intelligence they retained till the end of the war. Till the end
of the war? Nearly four more years is such a length of time that it might be
thought that, far from not producing on its own the Axis defeat, intelligence
made little contribution to it. That this was not the case, however, is the second
point that may be made without qualification.

The war effort of the Western Allies on every front after the end of 1941
was guided by massive, continuous and frequently current information about the
enemy’s dispositions, intentions, resources and difficulties. The information
was so comprehensive, though never complete, that, though the Allies
occasionally misinterpreted it, the expectations they based on it, whether
positive or negative, were generally correct. This enabled them not only to
strike some decisive operational blows and avoid some operational setbacks, but
also to shorten the war by setting the time, the scale and the place of their own
operations in such a way as to achieve enormous economies for themselves in
lives and resources and to add enormously to the burdens the enemy had to bear.

By how much did the Allied superiority in intelligence shorten the war?
Even if the question is limited to the war in Europe the answer can only be
approximate. By keeping the Axis out of Egypt it probably brought forward the
conquest of North Africa and the reopening of the Mediterranean to Allied
shipping, which were completed in the middle of 1943, by at least a year. By
preventing the U boats from dominating the Atlantic in the winter of
1941-1942, and by contributing heavily to their defeat there in the winter of
1942-1943, it probably saved the Allies another two years. Had delays of this
order been imposed by shortages of shipping and specialized landing craft on the
Allied invasions of the Continent, those undertakings would have been further
delayed by other considerations. As it was, the invasion of Normandy was
carried out on such very tight margins in 1944 that it would have been
impracticable without precise intelligence about German strengths and orders of
battle and the fact that the Allied commands could be confident the intelligence
was accurate. If it had had to be deferred it might well have been delayed
beyond 1946 or 1947 by Germany’s V-weapon offensive against the United
Kingdom and her ability to finish the Atlantic Wall, not to speak of her
deployment of revolutionary new U boats and jet and rocket aircraft which, as
intelligence revealed, became imminent by the end of 1944, At best, the return
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to the Continent might have been delayed till 1948 and the defeat of Germany
till 1949, and that is probably a conservative estimate.

Neither the Western Allies nor the Russians would have been idie in these
circumstances. What different strategies would they have pursued? Would the
Russians have defeated Germany, or Germany the Russians? What would have
been decided about the atom bomb? Historians cannot answer these questions,
because fortunately they are concerned only with the war as it was. And it was
not least because of the actual contribution made by intelligence to the course of
the war that such horrible questions did not arise.
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Intelligence on the Eve of Transformation

Methodology, Organization, and Application

Dennis E. Showalter
Colorado College

Cynics—or realists—find continued amusement in describing military
intelligence as an oxymoron. Nevertheless the gathering, organization, and
assessment of information has from earliest history been part of the organized
violence of war. The Old Testament’s Book of Joshua describes the Son of Nun
sending two men to “spy secretly” the land and the city of Jericho, and this is
only the most familiar account of an early intelligence operation. Yet at the
same time the study of military intelligence has until recently stood in the same
relationship to military history that military history has borne to the broader
discipline. Intelligence has been presented in drum-and-trumpet terms,
dominated by tales of derring-do in strange disguises—exciting, perhaps, on the
level of Mad magazine’s Spy vs. Spy, but having little to do with war’s main
streams. !

Even before the revelations of ULTRA’s and MAGIC’s contributions to Allied
operations in World War II, this pattern was beginning to change. The
simultaneous and related developments of low-intensity conflict and thermo-
nuclear capacities put corresponding emphases on accurate knowledge as a basis
for action.2 Intelligence has become a growth industry, with journals,
anthologies, and symposia proliferating to mark its emergence into intellectual
respectability.

Scholars may have been slower than social scientists and policy makers to
mount the bandwagon, but in the previous decade they have well compensated
for lost time. Characteristic of the study of military intelligence as a historical
subject is a significant present-mindedness. A disproportionate number of the
best works focus on World War II; few extend their discussion much further
back than the turn of the twentieth century. Modern military intelligence,
however, did not develop in a vacuum. The purpose of this paper is to establish
the principal matrices that shaped intelligence work in the Atlantic world from
the beginning of modern history to the emergence of modern intelligence
communities before and during World War 1.

A study of this breadth is best begun with its purpose. What kinds of
information were sought, collected, and processed? Intelligence has two
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principal taproots. One is diplomatic: seeking material pertaining to the policy-
making of other countries. The other is operational: securing knowledge of the
movements, capacities and intentions of other armed forces. The modern
catalyst for both was the emergence, beginning in the fifteenth century, of states
with permanent bureaucratic and military structures. Occasional envoys gave
way to permanent embassies. Ad hoc, entreprencurially raised armed forces
were replaced by standing establishments. These processes in turn created a
necessary precondition of intelligence: systematic observation over long periods
of time.

Among the first principal assignments of resident ambassadors and their
staffs was the reporting of anything which might be of possible diplomatic
importance. Initially, and for decades thereafter, that meant almost anything—
not because diplomats were masters of trivia, but because no one was quite sure
what factors shaped a state’s behavior. Generations of graduate students have
found the Venetian State Papers a mine of information on the arcana of Tudor-
Stuart England.

In the course of the seventeenth century, embassies evolved into think tanks
and information centers on their host countries. This involved espionage in its
classic sense. It involved creating staffs of able and agreeable young men able
to establish contacts and cultivate indiscretions. It involved soliciting one’s own
countrymen, residents or travellers.3 The combination rapidly served both to
brand diplomats as little more than glorified spies and to restrict sharply the
scope of their activities.

Embassies could no longer as a matter of course mount and report
comprehensive covert operations. Foreigners were too easily watched;
correspondence was too easily intercepted. Disloyalty became a risky business.
The spectrum of probable costs is illustrated by an Austrian attempt in 1787 to
suborn a dissident Ottoman pasha by sending him 100,000 gulden in the custody
of two trusted agents. The pasha promptly forwarded the agents’ heads to
Constantinople as proof of his loyalty. The money remained safely in his
strongbox.4

Diplomats responded by developing a highly specialized set of ground rules
that increasingly came to resemble Japanese Kabuki theater: highly-ritualized
performances with predetermined outcomes. Cloak-and-dagger machinations
gave way to discreet mutual, and mutually understood, exchanges of information
among consenting adults.> Embassies remained the principal conduits to their
foreign offices, and diplomats increasingly resented actual or potential
interference by outsiders. French diplomats during the Revolutionary-
Napoleonic Era spent a good deal of the time apologizing for the gaucheries of
their successive principals in Paris.% Throughout the njneteenth century foreign
offices remained significantly isolated from politicization, jealously guarding
both their independence and the sources of information that helped sustain it.”
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Operational intelligence began as armies sought to extend the parameters of
tactical reconnaissance: finding out exactly what lay on the other side of the
" hill. The contributions of reconnaissance to military intelligence are generally
slighted in works with a modern focus.8 But in an era when skill at scouting and
reliability in reporting were seldom incorporated in the same formations, when
successive creations of light cavalry assimilated to their heavier and more
socially-acceptable brethren, deciding with some degree of assurance just where
an enemy was located could be an unexpectedly daunting task.?

This form of intelligence gained importance as organizations and doctrines
grew more stable. On one hand the institutionalization of standing armies made
the acquisition of order of battle information readily easy. The regularization of
war through [’ esprit géométrique made command techniques similar enough to
be predictable. The impossibility of supplying increasingly large field forces
entirely from magazines meant that their movements were calculable.!0 But the
very fact that armed forces were so much alike put added premiums on small
percentages. Apparently marginal factors could play disproportionate roles in a
battle or a campaign. Foremost among these was terrain information. Precise
knowledge of the food and forage available in a given region could provide the
key to an adversary’s options. Even more important, precise knowledge of
terrain could indicate possibilities for troop movement and deployment far more
clearly in the early modern period, when the size and the nature of armies
combined to limit their ability to challenge contours by comparison alike with
their predecessors and successors.!1

Before the seventeenth century mapmaking had been as much art as science,
and the kinds of maps produced were of limited use at tactical or operational
levels. Topographic surveys began in France and the Low Countries, with the
enthusiastic support of most military establishments. The Austrian army, for
example, had a topographic section as early as 1764, and topographic
departments played a major role in the initial development of general staffs
everywhere on the continent.12  This did not mean that reliable maps, or indeed
maps of any kind, were necessarily available. As late as 1815 a British captain
in the Waterloo campaign, in an area where his army had fought for decades,
regretted having depended on a map to find his way, rather than seeking a local
guide.13 When Napoleon’s troops captured a city, a likely consequence was the
dispatch of staff officers to check the stock of local bookstores. 14

Mapmaking continued to remain an important aspect of intelligence for
much of the nineteenth century. With the rise of imperialism, topographies
became a crucial element of colonial expeditions. It was not by coincidence that
Kipling’s Kim was trained as a surveyor—or that he was cautioned to keep the
tools of his craft well concealed.!5 Even in Europe’s traditional cockpits there
was ample room for improvement—a fact illustrated in 1870 as the armies of
Napoleon III's Second Empire thrashed blindly across eastern French
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provinces.!® As late as 1914 the distribution of accurate maps at company and
platoon level was a significant benchmark of an army’s efficiency.!?

Reconnaissance, on the other hand, became separated from intelligence, left
. to the cavalry as a technical mission. The specific task was no better performed
for that. In 1859, 1866, and 1870, combatants suffered from a lack of battlefield
information greater in some cases than that of their seventeenth-century
forbears.!® And if by 1914 Europe’s cavalry had essentially abandoned its
dreams of battle-deciding charges in the manner of a Seidlitz, its new focus was
not on intelligence, but on large-scale actions against other cavalry. This
exchange of knights, presumably to clear the board for more decisive operations,
did nothing to nurture interest in the mundane tasks of gathering and
transmitting information on an enemy’s movements and whereabouts.!9

The primary significance of this divorce of reconnaissance from intelligence
came with the development of the airplane. Terrain recognition, transmission of
information and unreliable material all handicapped the evolution of aerial
observation. But at least as debilitating from a doctrinal perspective was the
general impression that aircraft were best suited to extend the functions of
cavalry. The new machines were seen as extensions of the horse, rather than as
possible supplements to strategic and grand-strategic intelligence.20

This reflected in part the growing bureaucratization of the intelligence
process—a development that will be further discussed below. It also reflected a
significant shift in military emphasis. Increasingly large armies and increasingly
technological battlefields made it correspondingly unrealistic to seek decisive
victories at a tactical level. Clausewitz noted the problem. It was the elder
Helmuth von Moltke who developed a solution. Like Clausewitz, Moltke
regarded war as the province of confusion. But if no plan survived first contact
with an enemy, it was correspondingly necessary to make that plan a good one.
Moltke was concerned not with overcoming war’s unpredictability, but
preventing it. For him that meant transferring the search for control from the
tactical to the strategic end of the operational spectrum.2! Intelligence changed
its focus to correspond. What became important were not the details of ground
or deployment, but those of concentration in the theater of war. Knowing what
an enemy could do was necessary. Knowing what he might do was desirable.
Knowing what he was going to do was best of all. War plans became the
nineteenth-century intelligence equivalent of the medieval knight’s Holy Grail—
and almost as much a fata morgana.

In 1903-1904 French intelligence obtained for 60,000 francs a set of
documents outlining the developing Schlieffen Plan: a massive strike through
Belgium. The circumstances of their delivery invited suspicion. “Le Vengeur”
was presumably an officer of the German General Staff. But he kept his head
swathed in bandages to prevent identification. Only his “Prussian” mustache
was exposed, presumably as proof of his national origins! He had previously
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furnished useful information. But had that merely been a preliminary to a
massive disinformation plan? The “Vengeur” documents ultimately proved less
useful for themselves than as a spur to study German railway construction along
its Belgian frontier, and the writing of such contemporary military theorists as
Friedrich von Bernhardi. Both of these led French military intelligence to
predict a German invasion through Belgium and Luxemburg even before
Schlieffen himself had made his final decision.?2

Diplomatic and operational intelligence were supplemented beginning in the
nineteenth century by two more forms. States and military systems increasingly
emphasized short wars and decisive victories. Knowledge of potential enemies’
economic capacities across a broad spectrum was increasingly seen as a
precondition of these victories. As railroads became first an important, then a
necessary, means of strategic deployment, armies could not afford to remain
ignorant of carrying capacities, available rolling stock, and track density—their
own and their neighbors’.23 For navies, the development of steam technology
was of corresponding importance in enhancing the value of keeping track of the
rapidly changing economic bases of naval construction and of the peacetime
movements of warships and merchantmen.24

Economic intelligence further increased its significance after 1871. The
direct promotion of commercial interests through intelligence work increasingly
reflected, for example, in the history of the U.S. Office of Naval Intelligence,25
played a secondary role in Europe. There, on one hand industry steadily grew
more flexible and on the other governments increased their capacity to mobilize
the resources of their societies for military purposes. An essential negative
aspect of the short-war illusion was its denial of any opportunity to recover from
defeat at the first contact. This meant that every element of warmaking
capacity, one’s own or a potential enemy’s, must be not only carefully but
pessimistically calculated. It was not mere obsession with numbers in uniform
that led the German General Staff to rate Imperial Russia’s military potential so
highly in the years before 1914. The capacity to feed, clothe, and arm those
numbers, to bring them to specific points at specific times—these were
benchmarks of operational efficiency as well as the traditional calculation of
sabers, bayonets, and guns, or the estimation of command and staff
performances. They depended increasingly on factors not specifically military.
It is worth noting that the German General Staff’s annual report on the Russian
army during 1913 altered its internal structure. Traditionally finances,
economics, and politics had been placed at the end of the document, a sort of
afterthought. They were at the head of the new version, the final one before
Sarajevo.26

The Age of Metternich also contributed to the emergence of internal
security. Counterintelligence, the surveillance and hindering of enemy agents,
was a familiar phenomenon. However, while fear of treason had generated
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government response in earlier eras, notably the Reformation, subversion is a
function of citizenship. Prior to the French Revolution, systematic surveillance
of its subjects by a state of the Old Regime would have been an absurdity. But
the Concert of Europe’s concern for the survival of revolutionary ideals,
combined with a fixed idea of the irreversibility of insurrections once begun,
led, particularly in central and southern Europe, to the rapid expansion of
domestically focused police functions. Initially these had nothing to do with the
military. But no bureaucracy dissolves itself for lack of missions. The
Burschenschaften and carbonari of Vormdrz gave way to Socialists and
anarchists in the second half of the century.?” Systematic surveillance of
suspicious characters led naturally if not automatically to the involvement of
police forces in counterintelligence and counterespionage. The Siireté Nationale
of France became responsible for that country’s domestic counterintelligence.
British police kept alleged German spies under observation for British
intelligence. Russia’s police tightened already stringent internal controls.
During World War I military intelligence even in the democracies would
become increasingly domestically oriented, and in the process manifest
significant disregard for civil rights and civil liberties.28

This represented in part a response to an alternate form of internal security:
defense against subversion. Prior to 1914 intelligence services regarded
attempts at tampering with loyalties on a large scale as unlikely to generate
results proportionate to the effort. French ill fortune with Jacobites and Irish in
the eighteenth century hardly seemed promising in an era when armed
revolution from below was ccnsidered increasingly impossible. Actually or
potentially disaffected elements existed—Ireland, Austria-Hungary, Russia. But
a war expected to be short and decisive offered no time to turn disaffection to
revolt. This attitude was reinforced by Bismarck’s war of German unification,
which had progressed too rapidly for any of the Chancellor’s schemes of
insurrection and uprising to bear fruit.29

Only as hostilities endured did intelligence services consider playing the
card of rebellion. By and large they did it poorly. For all the panic anxieties of
British intelligence, Germany’s role in the Easter Rising of 1916 was marginal,
just enough to get Sir Roger Casement executed for treason.3® On the eastern
front, even the “trainload of plague germs” allowed passage to Russia was more
a shot in the dark than a calculated plan. As the Russian army sank deeper into
chaos, German intelligence observed rather than influenced the process.3l Not
until World War II would military intelligence sources do more than dabble in
overthrowing foreign governments and undermining foreign armies.

By the end of the nineteenth century military intelligence had developed a
fifth role as well. It functioned as a public-relations instrument in increasingly
politicized societies. At first glance this might seem a denial of the basic
purpose of intelligence. But parliaments and ministries could be influenced in
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their decisionmaking—at least in theory—by information provided through
government intelligence services. States enhanced their credibility by
trumpeting intelligence coups while conceding defeats in the “Great Game”
could prove as devastating as a lost battle. The Dreyfus Affair may have
developed into a struggle for the honor of the army of France. It began as an
effort to sustain the maze of competence in France’s intelligence services vis-a-
vis presumed German superiority.32

The material sought for intelligence purposes structured and determined the
manner of its collection. Intelligence-gathering falls into two broad categories,
active and passive. Active intelligence involves the direct collection of
information; passive intelligence depends on evaluating material available in
other sources, from newspapers to satellite photos. In recent years it has become
fashionable to stress the latter as more professional, more scientific, and
ultimately more productive than the former. The title of Phillip Knightley’s
work on espionage, The Second Oldest Profession, reflects an academic view of
active intelligence as the province of “inaccurate sensationalism.”33 For most of
the period covered by this paper, however, active intelligence dominated the
field as not merely the most reliable, but the only means of gathering specific
information on other countries. This in turn highlighted the role of the agents,
and in turn the spectrum of agent types grew broader.

From beginning to end of the period covered in this essay, the technicians
remained important figures. These were the classic spies of cloak-and-dagger
fiction. Motivated by various blends of pride in craft, loyalty to paymasters, or
sympathy for states and causes, these individuals were nevertheless best
characterized by their mastery—or presumed mastery—of what John Le Carré’s
novels call “tradecraft.” It was British technicians, for example, who kept such
close track of Bonnie Prince Charlie’s movements in 1743-44 that France’s
efforts to play the Jacobite card in a projected invasion of England were
significantly affected.3* Legends clustered around these men and women.
Some of the stories were even true. Probably the most familiar technician would
be Sigmund Georgievich Rosenblum, a.k.a. Sidney Reilly, a blend of genius and
mountebank who continues to baffle and fascinate researchers.3> His checkered
career also helps explain the position, increasingly common in military
intelligence and best expressed by Prussian War Minister Karl von Einem, that
no officer could maintain relationships with spies, traitors, and similar
disreputable characters without damaging his own character.36

Einem’s attitude was also influenced by the second category of intelligence
agent, the informant. This was, simply put, a person with something to sell for
the right price, whether in cash, protection, or silence. In the early modern
period, before the emergence of the concept of citizen and the extension of the
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concept of treason, what would today be considered classified information
circulated with a high degree of freedom. Officers who changed service to
improve their economic or professional opportunities saw no disgrace in freely
communicating the details of their previous employer’s military establishments.
At somewhat higher levels, military enterprisers like Ottavio Piccolomini
maintained their own private information networks, political as well as
military—a fact contributing not a little to their desirability as permanent
employees of one or the other emerging states.37

As the information needed became more specific, the nature of the informer
changed as well. It became correspondingly desirable to seek key men in a
system—people whose knowledge or position made a difference. Acquiring the
services of such people, however, was an increasing problem. Direct
subornation has always been risky, not least because it was impossible to be
certain whether the central figure would stay bought—or indeed, had been
bought in the first place. In the 1760’s, for example, the Austrian Baron Thugut,
attached to the embassy in Paris, spent some time on the French payroll. It is
highly questionable, however, whether he ever delivered any significant
information, and relatively likely that he kept his superiors informed of his
under-the-table contacts.3® By the nineteenth century, the development of
romanticism and its impact on the concept of honor made it even more difficult
to strike mutually acceptable business deals. Those who were willing to
participate, like the French Major Esterhazy who played such a crucial role in
the Dreyfus Affair, tended to be marginal figures with the kinds of personalities
that sooner rather than later led them to trip themselves.39

This meant an increasing tendency to recruit informants and keep them in
line by blackmail. The process demanded a delicate touch. Then as now, sex
and greed were the principal lures. But in an era where honor made demands
somewhat higher than at present, a man pushed too hard might inconveniently
blow out his brains or worse, report the situation to his superiors. German
intelligence, for example, was reluctant to use “honey traps” on Russian officers.
By the end of the nineteenth century, far more likely blackmail subjects were
likely to be homosexual. Partly this reflected a change in mores since the
Enlightenment, which valued style over substance in /a vie intime. Europe’s
intelligence services found homosexuals frequently to possess valuable
experience in leading double lives, and a residue of unresolved hostility towards
systems that forced them into the masquerades. In such circumstances no case is
typical. The most familiar involves Alfred Redl who, as chief of the Austro-
Hungarian Department of Intelligence and Counterintelligence and later as a
corps chief of staff, conveyed a wealth of top-secret material, including the
Austrian mobilization plans, to Russian intelligence. This coup seems to have
involved more than simple blackmail sweetened by sizable amounts of cash. By
the end of his career Redl was a full partner in a double game.40
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An informant without such status could find himself at correspondingly high
risk. In the spring of 1914, for example, German intelligence recruited an
insurance agent in Poltava. His peacetime contacts were in Berlin and East
Prussia—not quite routine, but explainable as business connections. Then on
July 26, on the eve of war, the agent was ordered to send his reports to
“Mademoiselle Robert” in Copenhagen. In a small city deep in Russia, it was
hardly likely to escape notice when a man with a record of doing business in
Germany, but not in Denmark, suddenly began corresponding with a lady in
Copenhagen at a time of acute international crisis. Then, on August 26 or 27,
the unfortunate man was sent two hundred rubles through a Konigsberg bank. It
is hardly surprising that the Germans heard nothing further from their Poltava
connection!41

The informant was supplemented, particularly at the beginning and the end
of the period in question, by a third category: the pensionary. In the sixteenth
and seventeenth centuries, these were no more than men paid retainers by
foreign governments. Pensions were paid in secret; pensionaries, however, did
not regard themselves as overt traitors, and usually were not so regarded by their
own governments. Instead pensions were considered to encourage their
recipients to support courses they were likely to support anyway. Seldom was
anyone so crude as to discuss specific payments for specific services. During
the War of the League of Augsburg, for example, Sweden’s Chancellor, Count
Bengt Oxenstierna, received a pension from English secret funds, while Field
Marshal Count Nils Bielke, Governor of Swedish Pomerania, was in receipt of
French money. Both men, however, continued to work for Sweden’s welfare as
they defined it—to the point of frequently disappointing their respective
paymasters.42

With the growing accretions of state power in the seventeenth century, the
line between pensionaries and informers became too fine to draw accurately.
The last quarter of the nineteenth century witnessed emergence of pensions in
slightly altered form, this time as “subsidies” to parliamentarians and
newspapers in foreign countries. By this time the issues involved less the
transmission of information than the propagation of ideas and policies
acceptable to the paymaster. Here again, the problem lay in obtaining value for
money. As one French official complained, the subsidies were too often used to
buy words of praise for one or another politician.#> And where newspapers were
concerned, a thorny spirit of independence persisted even in the most venal
enterprises:

No one can hope to bribe or twist
Thank God the British journalist
But seeing what the man will do
Unbribed, there’s no occasion to.*
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A fourth, increasingly fruitful source of agents was a class of people best
described as ideologues—men and women who aided a foreign government
from principle. Between the Renaissance and Sarajevo, principle fell into three
categories. First came the regionalists. Authority in early modern Europe
attenuated in proportion to distance from the capitol. From Catalonia to
Transylvania, local notables fostered local loyalties against whatever central
authority sought at the moment to extend its writ. If in the eighteenth century
Habsburg armies invading the Ottoman Empire could count on a network of
supporters in the Serbian countryside, this reflected less an affirmation of
Christian identity than a desire to slide from under the control of
Constantinople.#> A variation on this theme was provided by the magnates and
the gentry of Poland, who in defense of their traditional liberties against what
they perceived as the unjustified encroachments of a centralizing monarchy
during the eighteenth century provided France, Russia, and Austria with the
details of Polish policies and military organizations.#6 One hundred fifty years
later German intelligence would seek to establish contact with Irish dissidents as
World War I loomed on the horizon, while after Sarajevo the Kaiser’s Foreign
Office was submerged in memoranda guaranteeing revolts next week among
Russia’s ethnic minorities if only the Reich would pay the bills and provide
most of the troops and warships.47

Religion provided the second class of ideologues. The Reformations of the
sixteenth century created ready-made Fifth Columns everywhere in Europe.
Particularly among the political orders, religious principles were often
intertwined with late-feudal and post-feudal approaches to state authority. The
concept of the state as a trustee of public welfare was at best undeveloped before
Bossuet, Locke, and Hobbes. Great lords or powerful clan networks, like
France’s Guises and England’s Howards, were likely to be left alone until their
behavior became overtly seditious. They were also likely to be regarded with
sufficient misgiving that establishing information networks with their
coreligionists across the border was no more than a prudent insurance policy.*8

Catholic and Protestant, the Reformations made resistance legitimate, but
not rebellion. That justification would come later, as the Age of the Rights of
Man and Citizen created a third class of ideologues: the revolutionaries. They
were particularly important for the evolution of intelligence because they
emerged at a time when the increasing power and alertness of the state made
overthrowing a government an increasingly unlikely process without outside
intervention. And that intervention was likely to be forthcoming from states
regarding not merely the policies, but the principles, of their neighbors as a
mortal danger. Well into the First Empire, Royalist networks in the interior of
France kept émigrés and foreign powers comprehensively informed of French
plans. From the British Isles, committed republicans returned the favor. For the
first time intelligence work began acquiring an aura of glamor, if not necessarily
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full respectability. The men and women of these information undergrounds
were perceived as standing between two compelling loyalties: to their states and
to their principles. This differentiated them essentially from their religiously
motivated predecessors, who ultimately had to choose between the City of God
and the City of Man. Literary Romanticism further assisted the developing
image of the gentleman-agent, exemplified in fiction by Sir Percy Blakeney, the
Scarlet Pimpernel.49

In the course of the nineteenth century nationalism’s development as a
surrogate religion made conflicts of loyalty in the revolutionary mode
increasingly rare. On the other hand nationalism combined with romantically
influenced concepts of honor to make some forms of espionage more or less
respectable. The yachting amateurs who solved Erskine Childers’ Riddle of the
Sands had real-life counterparts like Robert Baden-Powell, who posed as a
butterfly collector to sketch the coastal fortifications of Dalmatia.50 Such
agents, however, functioned best in relatively open societies, posing as tourists
or commercial travellers in environments where passports were unknown,
residence regulations limited, and foreigners familiar. By the turn of the
twentieth century increasingly efficient counterespionage combined with
increasingly stringent controls on movement made military spies in particular
too conspicuous to be risked except in specialized roles such as “tension
travellers” legally dispatched across frontiers at times of heightened tension to
evaluate possible war preparations.>! One result of this during and after World
War I was a tendency in all countries to fuse the technician and the gentleman.
The result was the modern secret agent, who serves from commitment and is
also a master of tradecraft. His story will be told in the course of this
symposium.

Active intelligence was only half the monad. Its passive counterpart began
as a form of signal intelligence (SIGINT): intercepting correspondence, and a
necessary accompaniment, cryptanalysis. The familiar remark of U.S. Secretary
of State Henry L. Stimson that gentlemen did not read each other’s mail would
have vastly amused Queen Elizabeth I’s Sir Francis Walsingham, who in the
1580s established in his own house a ciphering department that was part of the
best cryptographic agency in Europe. Letter-opening grew in importance as
mail services expanded. In Britain, the Post Office Act of 1711 allowed
government officials to issue their own warrants for the opening of mail—a
classic example of making the goat a gardener.52 No European state with
pretensions to power lacked some version of a Black Cabinet to interpret and
decipher dispatches. The north German states of Hannover and Brunswick
regularly turned intercepted information from their more powerful neighbors to
diplomatic profit.53

What had become a traditional practice was increasingly challenged in the
liberal climate of the post-Napoleonic era. The public and its elected
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representatives decried such activities as a threat alike to individual rights and
international relations. England dissolved its deciphering service, albeit
temporarily, in 1844. Germany had no central codebreaking agency at all by
1914. The intelligence services of the various army corps maintained their own
linguists and cryptographers, though the grounds for appointment were often
extremely casual. One officer, for example, received his assignment because he
had been noticed reading a Russian newspaper.’* Codebreaking, however, took
on renewed significance as telegraphs, cables, and, in the years before World
War 1, radio became dominant means of transmitting intelligence. Senders
faced a choice between speed and security. In the increasingly forced
atmosphere of nineteenth-century diplomacy time was of the essence; devising
and solving “unbreakable” codes grew correspondingly important.5> Here
France took pride of place. The foreign office, the War Ministry, and the Siireté
Generale all maintained codebreaking agencies by the end of the century.
Decrypted German diplomatic telegrams proved a major source of political
intelligence in both Moroccan crises, though interdepartmental rivalries and
difficult German codes limited their usefulness in the months immediately
before the outbreak of war.56

Signal intelligence also became by default an important element of naval
planning. Mines and torpedoes had rendered impossible the traditional methods
of tracking an enemy’s movement by keeping him under the eye of a screen of
cruisers. The introduction of wireless in capital ships generated opportunities to
trace concentrations by the volume of traffic, even if the message remained
incomprehensible. In the course of World War I naval intelligence services,
particularly Britain’s Room 40, would raise the related arts of interception and
deciphering to levels deserving of praise from Walsingham himself.57

Even more than from SIGINT, passive military intelligence profited in the
nineteenth century from the knowledge explosion. Not only were officer corps
becoming increasingly professional. A literate and leisured bourgeoisie
developed an interest in military matters all the sharper for remaining safely
theoretical. The British Royal United Services Institute Journal, Austria’s
Streffleur’s Militdrische Zeitschrift, the Allgemeine Militdrische Zeitung,
published in Darmstadt-—these were the first of a flood of books and periodicals,
available for the purchasing, that provided the kind of details about Europe’s
military establishments that in earlier centuries had been worth high prices in
money and lives. In a competitive, commercial atmosphere, publishers vied
with each other to expand their coverage. Von Loebell’s Jahresberichte,
published in Germany after 1871 under several titles, was by itself worth a corps
of secret agents both for what it contained and for what it was constrained to
omit. In an age of mushrooming tourism, even guidebooks were valuable
sources for material on railway connections, the condition of roads, and exact
mileages. Newspapers featured the work of military correspondents, often
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retired officers like Charles a Court Repington of the Times.58

Passive intelligence also depended on sources not quite so obviously in the
public domain. In parliamentary states, governments were constrained to make
available large amounts of data in conjunction with debates on military and
naval budgets. Records of parliamentary debates were useful for information on
the internal dynamics of armed forces, particularly where active Social
Democratic parties criticized the military from principle. With interior
ministries publishing plans for road and railway construction, it required no
great degree of skill to determine where transportation networks were being
built up for military purposes. When governments were silent, newspapers often
filled the information gap. Everywhere in Europe there existed a significant
opposition press willing and able to publish material embarrassing to those in
power. In the absence of pre-publication censorship, their activities were almost
impossible to deter except at disproportionate cost.5?

In this context it was scarcely accidental that an increasing number of
intelligence officers expressed with German Captain Walter Nicolai the
desirability of avoiding isolated coups and bravura pieces in favor of working to
establish total pictures by the systematic collection of fragments. This would
reduce, if not entirely eliminate, reliance on human agents whose reliability was
too often in inverse ratio to their cost, and whose cost was generally
considered—at least outside intelligence circles—far to exceed their worth.60

Assembling and assimilating passive military intelligence was facilitated by
the emergence of military attachés. As armed forces grew more complex and
the countdowns to war grew shorter, war ministries sought to have professional
military officers assigned to embassies specifically in order to assess the
personnel and the institutions of potential enemies. They emerged in the face of
adamant hostility from diplomats who feared the impact of uniformed outsiders
ignorant of or indifferent to the way things were done. They also feared the
development of alternate networks of transmission, particularly in states like
Prussia or Russia whose soldiers stood in special relationships to the crown.
Above all, diplomats were concerned that the involvement of military men in the
direct conduct of foreign affairs might enhance the risks of war by exaggerating
armed threats.

The major military powers, France and Prussia, began detaching officers to
their embassies in the 1830s. Not until mid-century, however, did the practice
become common—and with it the expected problem of dual loyalties. However
strongly the various general staffs and war ministries might insist that service
attachés were temporarily in the diplomatic service, these officers seldom forgot
who their true and permanent superiors were. The military and naval attachés
rapidly became a major source of direct information to their respective staffs.

In general these attachés were the successors of the sixteenth century’s
bright young men about town. Their normal routines were social: cultivating
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contacts among their host-country counterparts, attending every social and
professional function to which they could wangle invitations, and paying close
attention to books, newspapers, and parliamentary debates. Initially military
attachés in the nineteenth century had the same image as diplomats in the
sixteenth: spies for their countries. In fact these officers were as a rule
discouraged, and usually expressly forbidden, to involve themselves directly in
espionage. Like diplomats, attachés were too visible to avoid being rapidly
compromised. More to the point, they were too valuable as synthesizers and
conduits of attitudes and information from foreign armed forces.61

The reports of military and naval attachés acquired increasing credibility as
the nineteenth century waned. It was a far cry from the French government’s
virtual ignoring of the reports of its attaché in Berlin in 1869-1870, and the care
with which his successors’ reports from St. Petersburg were read before 1914.62
Nor were attachés significantly given to warmongering. For example, the
reports of Navy Captain Paul von Hintze, Germany’s military plenipotentiary to
St. Petersburg, usually took a hawkish tone. Nevertheless they also contributed
to defusing the Bosnian crisis of 1908-1909 by stressing that whatever Russia’s
general attitudes and intentions might be, she was unlikely to go to war in the
immediate future.93 Other attachés played similar roles in other crises, reporting
to their superiors that things did not seem as serious on the spot as they might to
the newspapers and the politicians back home.64

Passive intelligence did not simply reflect the information explosion. It was
also a manifestation of the bureaucratization of the craft of war—specifically,
the emergence of general staffs and equivalent bodies. The evolution of their
roles in war planning encouraged the systematization of all aspects of their
work. Particularly after the mid-century wars of German unification, victory
was regarded as the product of attention to details. Assembling the pieces of a
complex mosaic, whether a mobilization chart or an enemy’s intentions,
provided higher truths than those of espionage. The former process was also
attractive to general staffs because it offered an enhanced degree of control, at a
time when Europe’s military minds were deeply concerned with maintaining
war’s traditional parameters. Instead of depending on the catch-as-catch-can
world of active intelligence, armed forces committed to passive intelligence
could fit the material they discovered and processed into general networks of
planning, costs, and force structures. Unpleasant surprises were still possible,
but now they could be evaluated without disrupting the entire system of national
security.65

What A.J.P. Taylor has called “war by time-table” meant something more
than excessive reliance on mobilization schedules. It was a state of mind,
perhaps best illustrated by the German Chief of Staff’s reaction on August 1,
1914, to a report that France might after all remain neutral in the exploding
world war. When a delighted Kaiser announced that now Germany could turn
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its entire force against Russia, Moltke the Younger collapsed. The deployment
of millions of men, he declared, could not be implrovised.66 Wilhelm’s reply
that “your uncle would have given me a different answer” expressed more than
the difference of character and ability between two men. It described a mind-set
tending to confuse systems with rigor—a mind-set that in the course of the
twentieth century would continue significantly to affect the application of
intelligence to military purposes.

In the period under consideration the application of intelligence depended to
a great extent on its organization. Grand-strategic intelligence, the synthesis of
the various forms and methods, first emerged in the second half of the
eighteenth century. The process reflected, however, less deliberate intention
than the emergence of two great soldier-monarchs, Frederick of Prussia and
Napoleon of France. For Frederick, ruler of a state whose military prospects
were limited relative to its geostrategic position and which could not afford long
wars, it was correspondingly necessary to combine political and military
leadership in one persona: “the Field Marshal and First Minister of the King of
Prussia.” The craft of war and the art of statesmanship were indivisible
components of a monad. Dispatches from his diplomats and reports from his
cavalry patrols were part of the same spectrum. And in the course of his forty-
year reign, ambassadors and hussars alike learned what it meant to “work for the
King of Prussia.” Frederick’s prompt preparations for the Seven Years’ War
owed much to the reports of his diplomats at Vienna, Paris, and the Hagne—and
these men in turn had been conditioned to the risks of providing inadequate or
incomplete data. In particular Frederick’s envoy to Austria, J.W. von
Klinggraefer, had by 1756 been so often rebuked for his vague reports that he
was all but useless during the final crisis.67 Operationally the hussars in
particular were instructed to develop themselves as the army’s eyes—though the
number of times Prussian forces were surprised between 1740 and 1763
suggests the less dramatic fact that these colorful troopers preferred to develop
themselves as battle cavalry at the expense of the unglamorous work of
scouting.68

Napoleon extended the development and integration of intelligence as he
expanded the arms of war. Frederick’s grand strategy was ultimately limited.
He sought to place Prussia among Europe’s great powers, as opposed to altering
the nature of the international system. Napoleon’s goal of a French Imperium
meant that the Empire’s wars became first general, then total—with
correspondingly diminishing room for mistakes. Like Frederick, Napoleon was
at once head of state and general-in-chief. He favored centralization of
information, evaluation as well as decisionmaking, and to the end of his career
acted as his own Chief of Intelligence as well as Chief of Staff. Everything from
the reports of cavalry patrols through terrain and order of battle to analyses of
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the political attitudes of opposing statesmen was channeled to his
headquarters—a process facilitated by the Chiappe telegraph, a sophisticated
semaphore which for all its unreliability enabled the rapid transmission of
information at long ranges.69

Napoleon regarded intelligence as a vital element in achieving his
operational goal of ending campaigns quickly and decisively by crippling the
enemy’s capacity to fight and breaking his will to resist. Both processes
involved careful preparation: creating the impression that the French were
omnipresent and omniscient.”0

That image was more effective on the familiar battlefields of western and
central Europe than further afield, in Russia or the Iberian peninsula.7! It
contributed a bit to the entropy that characterized military intelligence between
1815 and 1914. The growing discord owed more, however, to the increasing
level of bureaucratization that characterized European administrations. Foreign
officers, war ministries and general staffs, and increasingly internal-security
agencies often seemed to spend more time and effort misleading each other than
investigating other states. The intelligence world of double bluff and double
cross was addictive, sometimes luring its votaries into playing the game for the
game’s sake, and on their own account. The tracks of Archduke Franz
Ferdinand’s killers might not, probably did not, lead directly to Belgrade. A
Serbian government exhausted by war and preoccupied with absorbing its newly
acquired territories had no interest in specifically provoking any kind of quarrel
with Austria in the summer of 1914, to say nothing of giving such spectacular
offense as murdering the heir to its throne. The exact nature and extent of
Serbian involvement in the assassination is lost in the labyrinth of intrigue and
counter-intrigue that masked the government’s relationship with its intelligence
service. There is evidence that some officials were aware before the Sarajevo
murders that something involving clandestine operations in the Habsburg
Empire was in the wind. But confrontation, to say nothing of disclosure, had
obvious risks. Given Serbia’s past history of conspiratorial politics, might not
excessively rigorous inquiry prove physically as well as politically dangerous?
It was by far the better part of valor and prudence alike to play the role of
innocence outraged. Hindsight suggests, in short, that Belgrade’s adamant
rejection of Austria’s demand to participate in the investigation was encouraged
by a general sense of anxiety about what the foreigners might find when they
took the trouble to look.72

More than simple Ressortegoismus shaped this process. Well before 1914
the world’s great powers had developed functioning blends of active and passive
intelligence. Few states lacked a broad spectrum of information on their
neighbors’ capacities and intentions. The problem involved assessment and
application. This was in part a reflection of bureaucratization. Foreign offices,
security services, and general staffs jealously guarded their own sources and
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tended to demand of them increasingly specialized information. This in turn
reinforced a developing tunnel vision. Diplomats increasingly ignorant of
warfare were skeptical of the pessimism of soldiers who seemed to see
Armageddon behind every new piece of foreign military legislation. War
ministries and general staffs increasingly committed to the necessity of winning
first battles and deciding wars in weeks despaired at what they considered the
willful blindness of so-called statesmen. Internal security services warned of the
related threats of espionage and subversion, with millions of socialists ready to
be led into the streets by foreign agents.

Assessing and applying intelligence data was made even more difficult by
the collegial patterns that prevailed at decisionmaking levels. Nineteenth-
century Europe produced no soldier-kings in the pattern of Frederick or
Napoleon. The growing complexity of warfare, diplomacy, and administration
indeed made such an uomo universalis an anachronism. Heads of state and their
chief ministers, even the Bismarcks and the Cavours, reigned. They did not
rule. Ministers in parliamentary states, France or Britain, were men with
independent power bases and—at least in theory—independent expertise, even
though most of that expertise was provided by civil-service subordinates. Facts,
as opposed to lines of reasoning, were seldom questioned. In theory,
authoritarian to semiauthoritarian states, Tsarist Russia or Imperial Germany,
should have had centralized decisionmaking process. In fact, Russia’s ministers
functioned as virtual independent satrapies, while in Germany neither Wilhelm
II nor his successive chancellors succeeded in overcoming those politics of the
diagonal intrinsic to a plural society with a limited social consensus. The usual
result became the integration of intelligence information into the world-view and
the bureaucratic requirements of a particular agency. Instead of being
considered in its own right, military intelligence tended to become part of what
amounted to legal briefs.”3

From its modern beginnings into the First World War, military intelligence
was only one element of complex structures of decisionmaking and
implementation. Only in the U.S., which had no general staff, did the Office of
Naval Intelligence evolve towards a war planning institution as opposed to a
clearinghouse for collecting and disseminating information. These structures,
moreover, were primarily concerned not with waging total war on the attritional
model, but with limiting the effects of a future war whose destructiveness was
all too clear to soldiers and statesmen alike. Ernest May accurately suggests that
military intelligence systems before 1919 tended to get little things right and big
things wrong.”4 They could analyze force structures, technological
developments, and moral factors. They were less successful in dealing with
questions of the changing nature of war or the endurance of states and peoples
under conditions of total war. This reflects, however, less culpable
shortsightedness than the fact that intelligence sources had never been tasked
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with those kinds of responsibilities in the first place. Here as in so many other

ways, World War I was a watershed in the interdependent crafts of war and
statesmanship.
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Few who have read them ever forget the dramatic opening lines in Michael
Shaara’s The Killer Angels, a 1974 Pulitzer Prize-winning novel about the Battle
of Gettysburg:

He rode into the dark of the woods and dismounted. He crawled upward on
his belly over cool rocks out into the sunlight, and suddenly he was in the open
and he could see for miles, and there was the whole vast army below him, filling
the valley like a smoking river. It came out of a blue rainstorm in the east and
overflowed the narrow valley road, coiling along a stream..., spiked with flags
and guidons like a great chopped bristly snake, the snake ending headless in a
blue wall of summer rain.

The spy tucked himself behind a boulder and began counting flags. Must be
twenty thousand men, visible all at once. Two whole Union Corps.1

As expected in a novel, much of the narrative in The Killer Angels is fiction,
but in this case Mr, Shaara had introduced a real spy, one of the most famous in
American history. Henry Thomas Harrison, a Mississippian, had discovered the
Union Army of the Potomac rapidly nearing the Confederate Army of Northern
Virginia commanded by General Robert E. Lee, who believed the Union Army
was far away, still south of the Potomac River. When Harrison reached
Confederate headquarters with his startling information on the evening of 28
June 1863, he precipitated the events that led to the Battle of Gettysburg. Based
on Harrison’s report, Lee ordered his invading army to concentrate in the
Cashtown-Gettysburg area to meet the swiftly approaching menace.?

Three points about this episode deserve notice. First, the event is symbolic
of the decentralized nature of Civil War military intelligence operations.
Harrison was Longstreet’s spy; that is, he worked for General James Longstreet,
who commanded the Army of Northern Virginia’s First Corps. Lee did not
know Harrison and acted on the spy’s information only because Longstreet
vouched for him. In both the Union and Confederate armies, every commanding
officer was free to devise his own intelligence operations, sometimes personally
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supervising them, but oftentimes assigning them to a provost marshal, adjutant,
signal officer, or perhaps to a specially designated staff officer. Neither the
North nor the South developed a national intelligence organization that imposed
even a semblance of coordination on these disparate efforts.?

However, despite the absence of a unified national intelligence system on
either side, a few separate commands developed sophisticated intelligence
operations. The foremost example was the Bureau of Information, which
General Joseph Hooker established in the Army of the Potomac. Headed by
Col. George H. Sharpe of the 120th Regiment of New York Volunteers, the
bureau functioned until the end of the war. Sharpe’s principal assistants were
Capt. John McEntee and a civilian, John C. Babcock.*

A second noteworthy feature is that historians know the precise intelligence
source that prompted Lee to act. In many cases, however, the source (or
sources) is maddeningly ambiguous. Primary documents abound with
references to commanders receiving or learning important information without
ever disclosing how or from whom they obtained it,5 and this vagueness in the
original documentation often spills over into secondary accounts.b

Explaining the ambiguity in the primary sources is not difficult. Good
intelligence people were reticent, especially when covert operations were
concerned. General Grenville M. Dodge, perhaps the most effective Union
spymaster in the Western theater, kept the names of his agents—almost 120 of
them—from even his most trusted staff officers, and only he read their reports.
When his immediate superior demanded all of his agents’ names and locations,
Dodge refused to provide the data. and appealed to General Ulysses S. Grant,
then engaged in the siege of Vicksburg, for support. Like everyone else, Grant
knew nothing about Dodge’s spies, but he did know that the information Dodge
supplied him was vital, and so he sustained him. “If I had the time,” wrote
Babcock, “I could not tell you now of my life and doings in the S.S. [Secret
Service], so you must wait until the close of the war...” But forty years later at
least one man who was familiar with the Union’s intelligence operations still
feared that “it would be impolitic to mention” the names of wartime agents.
Reticence during the war was necessary not only because the adversaries
frequently captured each others’ mail, but also because official reports had a
disconcerting habit of becoming public. Either way, the intelligence source
would be exposed if explicitly identified in the documents.” In the postwar era,
spies whose identity became known suffered ostracism and persecution frem
those whom they had betrayed.8

The third point about the spy episode is that Lee based such a momentous
decision on a single source, and one of doubtful reliability at that. After all, Lee
had scant opportunity to assess Harrison’s veracity. Could the spy differentiate
between an entire corps and a mere cavalry patrol? Perhaps Harrison had sold
his services to the highest bidder, and was actually a double agent. Who knew
for sure? In any event, few Civil War commanders ever had to muster the moral
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courage to act upon such a questionable single source as did Lee that Sunday
night at his headquarters near Chambersburg, Pennsylvania. Generals usually
had multiple and diverse ways to obtain what General Philip Sheridan called
“that great essential of success, information.”®

The methods of acquiring military intelligence fell into two broad
categories. By far, most of it came from HUMINT sources that armies had
historically used. But in military intelligence, as in so many other ways, the
Civil War marked a transition from traditional to modern warfare, for SIGINT
emerged as an important, if not yet indispensable, source.

One method of HUMINT is spying, which is as old as warfare.l0 Several
factors made espionage relatively easy, and hence common, during the Civil
War. The belligerents shared the same language and culture (with a little
practice, an agent could master regional dialects and cultural practices); they had
an extensive common border, unhindered by easily patrolled natural barriers;
and on both sides of this boundary numerous individuals were so opposed to
their government’s war effort that they willingly assisted the enemy.

Great diversity existed among Civil War spies. They included men and
women, military personnel and civilians, and, occasionally, even children.1!
But several distinctions among spies are especially significant. One is between
those who wrote memoirs and those who did not. Three points about the
espionage memoirs deserve emphasis. First, historians know the most about
those agents who wrote memoirs.12 Second, a substantial amount of what the
agents wrote in their memoirs may not be true. Their accounts are almost never
possible to authenticate; since spying is a secretive business, the intelligence
agent is often the only witness to what he or she did. “That I shall speak often
of myself,” wrote one spy, “is because much of my experience was acquired
when I was alone with God.”13

Even when verifiable in their broadest outlines, the memoirs contain
embellishments and hyperbole.!4 Since giving more than a few examples of
these traits would be pedantic, let four suffice. Felix G. Stidger claimed that he
“succeeded, single handed and alone” in “completely overthrowing the
treasonable designs and intentions of” the Order of the Sons of Liberty. Rose
O’Neal Greenhow bragged that she “was, of course, a close observer of the
smallest indications, and often drew accurate conclusions without having any
precise knowledge on the subject” and that “of course, no word or indication
was lost upon me.” On several occasions, Sarah Emma Edmonds, who served in
a Michigan regiment under the alias Franklin Thompson, allegedly assumed
female disguise to penetrate enemy lines—that is, she became a woman
impersonating a man impersonating a woman! Not one shred of valid historical
evidence confirms Edmonds’ stories. Lafayette C. Baker perfectly recalled, a
half-dozen years after they supposedly occurred, several extensive dialogues
between himself and Jefferson Davis when the Confederate President was
interrogating him in Richmond as an alleged spy.15
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Although almost all memoirs engaged in the highly suspect practice of
recounting exact dialogues that took place many years before, specifics are
conspicuously absent when it comes to dates, places, and precisely what
intelligence the spy provided. To use Baker again as an example, after returning
from his espionage mission to Richmond, he merely wrote, “I at once reported
to General [Winfield] Scott, giving him all the information desired respecting
Manassas, Fredericksburg, and Richmond, the resources and plans of the rebel
chiefs, and the blockade running of the Potomac.”16

The third point is that spies who wrote memoirs are invariably more famous,
but were often less important, than those who did not. Greenhow, who operated
in Washington, and Belle Boyd, whose exploits occurred in the Shenandoah
Valley, published memoirs in 1863 and 1865 respectively. Their
accomplishments were modest and Union counterintelligence quickly
neutralized both of them, but they nonetheless became the war’s (not just the
South’s) most famous female spies.!? Having equal or even greater claim to
fame were Elizabeth Van Lew, a Union agent in Richmond whose length of
service and accomplishments far exceeded Greenhow’s, and Rebecca Wright, a
Unionist who, like Boyd, lived in the Valley. But neither of them wrote
memoirs, and they remain virtually unknown.!8 Two male Union intelligence
operatives, Allan Pinkerton and Baker, are much more famous—or perhaps that
should be infamous—than Samuel Ruth, who was the superintendent of the
Richmond, Fredericksburg, and Potomac Railroad, which was of vital
importance to the Confederacy. Ruth was also a Union agent who had access to
information about the movement of Confederate troops and supplies on
Virginia’s railroads, but alas for his historical reputation, he penned no
reminiscences.!?

Another useful distinction is between resident and itinerant spies. Van Lew
and Ruth were the former type, for they stayed in Richmond and sent
information to Union authorities via secret couriers. By contrast, early in their
Civil War secret service careers, both Baker and Pinkerton undertook personal
espionage missions into the South and then came back to friendly soil.
Disguised as an itinerant photographer, Baker walked from Washington to
Richmond and then returned to give his report to General Scott.20 Pinkerton
undertook a roving spy mission through Kentucky, Tennessee, and Mississippi.
He also claimed to direct a band of operatives who “moved in and out among
the Rebel troops at all times and places,” including Pryce Lewis, who
supposedly penetrated the South disguised as an English nobleman on a pleasure
tour.2!

A third distinction is between ordinary spies and double agents. One double
agent was Richard Montgomery who, using the alias James Thompson, served
as a trusted courier between the Confederate government in Richmond and rebel
agents in Canada. On the way he regularly stopped in Washington, reporting to
Assistant Secretary of War Charles A. Dana to allow Union authorities to read
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the secret dispatches he carried.22 Other Union double agents were Timothy
Webster, who was Pinkerton’s favorite spy, and Philip Henson, whom Grenville
Dodge considered “probably one of the best—if not the very best” man in his
stable of talented agents.23

As at least some spies realized, being a soldier was easier than being a spy.
Soldiers enjoyed long periods of relative safety while in camp or on the march
and only occasionally confronted the dangers of the battlefield, where the
comradeship that traditionally animates men in battle would sustain them. On
the other hand, spies were usually alone and unarmed in the midst of their
enemies, were dependent solely on their wits and brains, and had to employ
ceaseless vigilance lest the slightest misstep call forth the hemp.24 Indeed, the
most important distinction to the spies themselves was undoubtedly between
those who survived and those who hanged. In at least one respect women spies
had an advantage over males. Although General Orders No. 100, issued by the
War Department in April 1863, decreed that the law of war “makes no
difference on account of the difference of sexes, concerning the spy,” neither
side hanged a female spy.25 However, both sides occasionally resorted to the
hangman’s noose when it came to males.26

Judging the significance of spying is difficult, but surely the small, loosely
coordinated, and somewhat overlapping spy rings in Richmond headed by Van
Lew and Ruth were a godsend to the Union. Several points about these two
rings warrant special notice. First, although Van Lew and Ruth both
commenced their pro-Union activities early in the war, their contribution to
Northern victory reached its zenith during the siege of Petersburg. With the
Union armies essentially stationary so close to Richmond, intelligence steadily
seeped through the Confederate lines. Sometimes Union generals sent agents
into Richmond to get the information from the spies, but often the spies sent
couriers out of the city and into Union lines.2” Either way, the messages were at
times verbal, and at other times written (either in plaintext or in cipher).28
Occasionally difficulties occurred in one communications channel, but since
multiple lines operated simultaneously, the information flow never ceased.?9
The communications channels became so systematic that when Grant’s
headquarters needed specific information from inside Richmond, all Grant or his
subordinates had to do was ask and it could be obtained.30

Second, disentangling which ring provided what specific information is
probably impossible in most cases because officials were so circumspect in their
communications, usually using such innocuous phrases as “Our friends in
Richmond,” “The Union men of Richmond,” and “It is reported from
Richmond.”3! However, in some cases the intelligence source can be
pinpointed. When, on separate occasions, General Benjamin F. Butler and
Grant referred to intelligence “from a lady in Richmond,” Van Lew was surely
the source.32 And two congressional reports specifically linked the Ruth ring to
ten specific intelligence items.33
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Third, no matter which ring was the source, the information that came out of
the Confederate capital was invaluable. As head of the Bureau of Information,
Colonel Sharpe was more intimately involved than anyone else with acquiring
and processing this information, and in the postwar era he lavished praise upon
both Van Lew and Ruth.34 Perhaps an even more glowing testimonial to their
success came, unknowingly, from a Confederate source. Throughout the winter
of 1864-65 John B. Jones, an astute clerk in the Confederate War Department,
lamented the Union’s espionage penetration of Richmond. “The enemy,” he
wrote in his diary, “are kept fully informed of everything transpiring here,” and
he informed President Davis that “there was no ground for hope unless
communication with the enemy’s country was checked...”35

A second traditional HUMINT source was scouting, which was frequently
indistinguishable from spying. People used the words “spy” and “scout”
interchangeably since men designated as scouts often combined legitimate
scouting in their own uniform with actual spying, either in the enemy’s uniform
or disguised as civilians.36 In The Killer Angels, Longstreet refers to Harrison
as a spy, but Harrison retorts, “Scout sir. I am a scout.” In spirit Harrison (both
in fiction and in real life) may have been a scout, but his pre-Gettysburg
activities were those of a spy. Although a Confederate lieutenant, in June 1863
he was operating in civilian attire, and General Orders No. 100 stated that
“Scouts or single soldiers, if disguised in the dress of the country, or in the
uniform of the army hostile to their own, employed in obtaining information, if
found within or lurking about the lines of the captor, are treated as spies, and
suffer death.”37

With spying and scouting inextricably linked, commanding officers had to
ask the same question about scouts that they asked about spies: Were they
reliable? Scouts could be unreliable in two ways. All too often they reported
rumors rather than facts. “Pickets or scouts bringing in false or exaggerated
rumors,” wrote Lee, “should be severely punished.” Grant also questioned the
overall veracity of scouts’ reports, even though one of the war’s best scouts
worked for him when he was in the West.38 Perhaps even worse, scouts were
inherently untrustworthy because they could be working for the enemy. Horace
Porter, one of Grant’s aides, was so suspicious of scouts that he even doubted
the loyalty of J. A. Campbell, who performed numerous heroic deeds for
Sheridan.39

Like spying, scouting was decentralized; every general could establish his
own scouting service. Some generals organized specialized scout battalions,
which rarely contained more than a hundred men. While commanding at Rolla,
Missouri, early in the war, Dodge formed a “Corps of scouts” from men in the
24th and 25th Missouri Regiments. Toward war’s end Sheridan created a scout
battalion commanded by Maj. Henry H. Young.40 Other generals simply used
aides and staff officers as scouts. General Thomas J. (“Stonewall”) Jackson
repeatedly sent his renowned mapmaker, Jedediah Hotchkiss, on scouting
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missions. On the crucial second day at Gettysburg, Lee dispatched scouting
parties under staff officers Armistead H. Long, William N. Pendleton, and
Samuel! R. Johnston to investigate the Union right flank. And much of General
Jeb Stuart’s success can be attributed to an impressive list of individuals who
served him as scouts, including Redmond Burke, Will Farley, Charles Dabney,
John S. Mosby, and Frank Stringfellow.41

Scouts performed diverse functions. At times scout battalions conducted
irregular operations that were similar to those of organized guerrilla units, such
as the Confederacy’s Partisan Rangers.42 And the battalions often specifically
undertook anti-guerrilla missions. Young’s unit “operated efficiently against the
guerrillas infesting West Virginia,” and even captured Harry Gilmor, whose
partisans had bedeviled Union forces in the Valley for several years.43 Scouts
acted as saboteurs when they penetrated enemy lines to burn or blow up
bridges,* and were invaluable as couriers.

Scout couriers accomplished some remarkable exploits. In October 1863
Corp. James Pike carried a vital message from Grant to General William T.
Sherman that hastened the latter’s movement to Chattanooga. Pike, wrote
Sherman, “got a canoe at Whitesbury opposite Huntsville and came down the
Tennessee, over Muscle Shoals—all alone for one hundred miles of river, every
mile of which was picketed by the enemy, and reached me safely” at Tuka.
And in March 1865, when Grant was anxious for news from Sheridan, A. H.
Rowland, Jr., and J. A. Campbell departed Sheridan’s headquarters at Columbia,
Virginia, with a vital message. Dressed in gray, they rode hard for two days
through Confederate territory. Along the way they had “quite a confab with four
of General Lee’s scouts,” but escaped from the predicament by posing as
Confederate scouts. When they arrived at Grant’s headquarters they were so
exhausted they could scarcely answer questions, but they produced Sheridan’s
dispatch, written on tissue paper, wrapped in tin foil, and carried inside
Campbell’s mouth.46

The most important scout duty was gathering information about the enemy’s
location, movements, and order of battle. Generals kept their scouts active and
“well out,” for they realized, as Lee phrased it, that their “own movements must
be in a measure regulated by” the enemy’s activities.4’ During mid-1863, as
General William S. Rosecrans’ army maneuvered Confederate forces out of
Middle and East Tennessee, scouts sent out by his chief secret service officer
and by his various corps and division commanders reconnoitered well in
advance of the army, as far south as Atlanta. Then in January and February
1864, Dodge’s scouts traveled from Union-controlled Tennessee to Dalton,
Rome, Decatur, Atlanta, Savannah, Selma, Montgomery, Corinth, and dozens of
smaller communities, bringing back information on enemy fortifications, troop
locations and strength (including militia units), changes in command, the
condition of Confederate cavalry horses, and the shortages of forage and meat in
the South’s interior.#8 So audacious were Southern scouts that Grant had reason
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to worry about his personal safety from them, for the redoubtable Frank
Stringfellow claimed that he had been near enough to a cluster of Union officers,
including Grant, to hear their conversation.49

Knowing that each other’s scouts were watching and probing, both sides
tried to foil the enemy’s scouts. Tight picketing could, at a minimum, forestall
scouts by forcing them, as Lee once complained, “to make so wide a circuit, that
their information is frequently late reaching me.” When one side located a
concentration of enemy scouts, it sent cavalry units to kill or capture them, and
death and injury often resulted whenever either scouting parties or lone scouts
bumped into each other. Scouts were also ready prey for bushwhackers and
guerrillas.50 The fate of Major Young’s unit indicates how dangerous scouting
was. It had fewer than sixty men and became operational only in August 1864,
but it lost ten men by the time Lee surrendered in April 1865.51

If individual and small-scale scouting was often identical with spying, large-
scale scouting blended almost imperceptibly into a third HUMINT source, that of
cavalry reconnaissance. The cavalry’s primary role was not fighting, but simply
watching the enemy to discemn its positions, movements, and numbers. Generals
as diverse as George B. McClellan, Jackson, and Stuart realized this,52 and the
Union Army’s regulations expressly stated that reconnaissance forces should
“avoid fighting; and see, if possible, without being seen...”3

One of the South’s great advantages early in the war was that Stuart excelled
in the reconnaissance mission. *“As soon as you can get exact information of the
strength and movements of the enemy, let me know,” wrote Lee to Stuart, fully
aware that his cavalry commander could routinely acquire this knowledge. As
Lee once emphasized to Stuart, he “received no positive information of the
movements of the enemy, except through you.”> However, after mid-1863, as
the Union cavalry improved and the Confederacy’s horsemen and mounts
endured ceaseless attrition and inadequate logistical support, the North equaled,
and perhaps exceeded, the South’s reconnaissance capabilities.>

For both sides, no source of military intelligence was more vital than cavalry
reconnaissance. It could not guarantee success in battle, but its absence was
frequently a major factor in defeat. At the start of General John Pope’s
campaign leading to the Second Battle of Bull Run, many of his 4,000
cavalrymen, and especially their horses, were still recovering from unrelenting
service during the Valley Campaign. Yet Pope continued driving them hard,
despite withering heat, exhaustion, and near-starvation. When the battle began,
his cavalry was in such deplorable condition from constant patrolling, marching,
and countermarching that he had only about 500 serviceable mounts available,
which was too few to provide necessary combat intelligence in a fluid
situation.’® As his adversaries admitted, Hooker’s planning that resulted in the
Battle of Chancellorsville was superb, except for one fatal defect: he sent most
of his cavalry on a raid against Lee’s supply and communications lines, leaving
the infantry with no way to monitor Confederate movements or prevent Stuart
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from discovering the Army of the Potomac’s vulnerable right flank.57

Union generals were not alone in misusing their cavalry and thereby
contributing to their own defeat. During his second invasion of the North, Lee
expected Stuart to alert him when the Federal Army crossed the Potomac.
Hearing nothing from Stuart, he “inferred that the enemy had not yet left
Virginia.” But Lee might just as logically have deduced that Stuart had
encountered unexpected difficulties and was unable to communicate with him.
Moreover, Lee still had two cavalry brigades (totaling 3,000 effectives) with the
Army of Northern Virginia, but did not use them for reconnaissance missions.
To Lee’s credit, he reacted quickly once the spy-scout Harrison made his report.
Yet, errors with the cavalry forces at his disposal meant that at Gettysburg the
Army of Northern Virginia fought at an unexpected time and place, and without
Stuart to supply the expert tactical intelligence to which Lee had become
accustomed.>®

Cavalry and scouts were often instrumental in providing a fourth source of
HuminT, captured documents and mail. The most famous example of this
occurred on 22 August 1862 when Stuart raided Pope’s headquarters at Catlett’s
Station and captured his official papers. From these Lee learned that Pope had
only 45,000 men and that he intended to wait until McClellan’s forces
reinforced him before attacking. Forewarned, Lee launched a preemptive
offensive against Pope and routed him at Second Bull Run.39 Mail captured at
Staunton in June 1864 revealed information to McEntee about reinforcements
Lee had received. He also discovered that General Richard S. Ewell was
incapacitated and had been replaced by Jubal A. Early as corps commander, that
Pegram’s Brigade had lost 300 men in a recent engagement, and that various
brigades had been consolidated. The pockets of dead enemy soldiers were also
ransacked for documents. A morning report found on General William E.
Jones’ body after the Battle of Piedmont allowed Babcock to determine the
composition and numerical strength of Jones’ command.60

One type of enemy document was so highly prized that it constituted a
distinct HUMINT source: newspapers. Northern papers published so much
reliable information that Sherman believed correspondents “should be treated as
spies” because they revealed “all plans, and are worth a hundred thousand men
to the enemy...” “Napoleon himself,” he lamented, “would have been defeated
with a free press.”®1 Sherman was a special case—no Civil War general loathed
the press quite as much as he did—but many other commanders on both sides
would have agreed that a free press had become dangerously unfettered. Neither
belligerent imposed efficient, consistent censorship, although Southern editors
were more discreet than their Northern counterparts.62 Still, again and again
Lee had to urge Confederate secretaries of war to “use your influence” to
prevent publication of sensitive information.63 Repeated pleadings for
discretion indicated the ineffectiveness of voluntary restraint.64

Significant leaks began early in the war and persisted for the duration. In
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June 1861 a Hagerstown paper enumerated the units in General Robert
Patterson’s army in the Shenandoah Valley, thereby allowing General Joseph E.
Johnston to confirm that reports from his scouts and civilians regarding
Patterson’s strength were correct.65 Sherman discerned the South’s intentions in
the Western theater during the fall of 1864 by reading published accounts of
President Davis’ speeches. Davis “thus gave us the full key to his future
designs,” wrote Sherman. “To be forewarned was to be forearmed, and I think
we took full advantage of the occasion.”66 Sherman’s intentions also became
public when, just before he departed on the “March to the Sea,” the Indianapolis
Journal discussed the size of his force and his plans. Other Northern papers
picked up the story, compelling Grant to try to prevent them from getting into
Southern lines. If Confederate authorities read the article, he feared it would
allow them to make “the best arrangements they can to meet this move.”67
Another serious leak occurred the next month when the papers disclosed “some
confidential circumstances which ought not to be made public” about the
Wilmington expedition.68

With so much vital information being printed, enemy papers were worth
acquiring systematically. In the summer of 1861 the “principal business” of
Confederate agents in Washington was to get Northern papers. “From them,”
wrote Edward P. Alexander, the future commander of the Army of Northern
Virginia’s artillery, “we learned not only of all arrivals, but also of assignments
to brigades and divisions, and, by tabulating these, we always knew quite
accurately the strength of the enemy’s army.” Stuart sent one of his best scouts,
Frank Stringfellow, to live in Alexandria for months to gather information from
enemy newspapers.59 And, of course, Union authorities just as diligently sought
papers from Richmond and other enemy cities. As Grant wrote in March 1865,
he received the Richmond papers daily at his headquarters.”®

No two officers were more avid readers of enemy newspapers than Grant
and Lee. During the siege of Petersburg, Grant not only read the papers from
Richmond and elsewhere, but also regularly telegraphed summaries of the
military information he gleaned from them to Secretary of War Edwin M.
Stanton, Assistant Secretary of War Dana, and Chief of Staff Henry W. Halleck.
If a day or two went by without Washington receiving these communications,
President Abraham Lincoln wanted to know why. On a less regular basis, Grant
also sent summaries to his foremost subordinates and to Rear Adm. David D.
Porter.”!

Grant considered much of the published information reliable. When
Southern papers showed that Confederate forces at Wilmington had been
weakened to send reinforcements to oppose Sherman in Georgia, Grant hastened
the departure of the December 1864 expedition against that North Carolina
seaport.”2 During his marches through Georgia and the Carolinas, Sherman was
never cut off from communications with the North because the Union high
command “watched” Sherman’s campaigns through Confederate newspapers.
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Grant and his staff were so anxious to maintain this one-way communications
link that at one point his adjutant, John A. Rawlins, cautioned that “it would be
well not to take official notice of this summary of news from the Richmond
papers lest the rebel authorities prohibit the publication of news from Sherman
altogether.”73

Rivaling Grant’s scrutiny of enemy papers was Lee’s perusal of Northern
papers. After digesting their contents, Lee customarily sent the papers to Davis,
with comments directing the President’s attention to items of special interest.74
“I hope you get the Northern papers,” Lee wrote to Early in July 1864, “as they
will keep you advised of their [the enemy’s] preparations to oppose you.” This
was good advice that Lee himself followed throughout the war.”>

A sixth HUMINT source, which was less romantic than spying, less dangerous
than scouting and cavalry reconnaissance, and as mundane as reading the
enemy’s newspapers, was the interrogation of deserters, prisoners,"
“contrabands” (fugitive slaves), refugees, and ordinary civilians. Although not
always exciting, interrogations were essential, as every commanding officer
recognized. “All spies, ‘contrabands,” deserters, refugees, and many prisoners
of war, coming into our lines from the front, were carefully examined,” wrote
McClellan, who had issued a special circular and specific orders to ensure that
the examinations were thorough and coordinated.’6 High-ranking officers, such
as Sheridan and George C. Meade, frequently became personally involved in the
interrogations.”” And if a delay occurred in forwarding people for examination,
army headquarters wanted to know why, since intelligence must be timely to be
useful.”8

What types of intelligence did interrogations yield? Perhaps the most
important was the location and movements of enemy units. “Have you any
information of changes or movements of the Enemy in your front? If so please
communicate the same to the Head Qrs.,” Rawlins wrote to Butler and Meade.
Both responded by reporting the most recent information from deserters.”?
Through rebel deserters and prisoners during the siege of Petersburg, Grant kept
daily track of almost every enemy division and brigade. For this purpose,
knowing that no changes had occurred in the Confederate lines was as valuable
as learning when the enemy moved.80 If doubts existed about which units were
located where, a raid might be ordered with the intention of taking prisoners and
extracting this information from them.8! Reports from refugees and citizens
were also helpful in locating and tracking the enemy.82

Before the 1864 campaign began, Lee issued a circular imploring his
soldiers, if captured, to “preserve entire silence with regard to everything
connected with the army, the positions, movements, organizations, or probable
strength of any portion of it,” but he failed to dissuade many Confederate
prisoners from telling their captors all that they knew. Lee may have sincerely
believed that the “chief source of information to the enemy is through our
negroes,” and their contribution to the Union cause in this respect was very
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great, but at least during the war’s last year the worst information hemorrhage
regarding the Army of Northern Virginia came from Confederate deserters and
prisoners.83

Interrogations also supplied data about the strength of units,34 establishment
and location of artillery batteries,85 extent of railroad repair and construction,86
location of mines,87 local topography and roads,38 and enemy intentions. For
instance, deserters indicated that Longstreet’s corps intended to attack the Union
lines before dawn on 18 July 1864 so that Lee could throw the Yankees onto the
defensive, which would allow him to detach troops to Georgia. Grant alerted his
appropriate corps and they were ready to spring the trap on Longstreet. But no
attack came because, as Grant learned from a deserter, “so many deserters had
come into our lines & exposed their plans.”89

The final HUMINT category might simply be called “visual observations.”
Sentinels and vedettes, of course, watched the enemy,9° but two newer methods
of observation deserve special notice: balloons and Signal Corps stations of
observation. War balloons had a short history, beginning in 1794 when the
French Committee of Public Safety created a balloon company. Between then
and 1860 various European nations sporadically experimented with balloons in
their military establishments. Meanwhile, the first ascension in the United
States, which was non-military in nature, occurred in January 1793, sparking an
enthusiasm for ballooning among innovative (and brave) civilians. But
suggestions for using balloons in the Seminole and Mexican Wars came to
naught. During the Civil War, however, both sides employed balloons for aerial
reconnaissance.9!

As in most of the war’s major technological developments, the resource-
poor South could not compete on equal terms with the more populous, wealthy,
industrialized North. The Confederacy produced only a few balloons, and their
active service lasted from June 1861 until late 1862 or early 1863. The most
famous Confederate balloon was the so-called “Silk Dress” balloon. Built in
Savannah—from donated silk dresses according to legend, but actually from
new silk purchased in Savannah’s shops—and transported to Richmond, it made
daily ascensions during and immediately after the Seven Days Battles until
captured by Union forces on July 4. Subsequently the South constructed only
one more balloon, which did brief service at Richmond and Charleston before
being carried away by a strong wind. Thus ended the South’s limited
experimentation with aerial reconnaissance.?2

In the North many civilian balloonists hurried to Washington to offer their
services, but the dominant figure among them was Professor Thaddeus S. C.
Lowe, who gained the support of Joseph Henry of the Smithsonian Institution
and then of McClellan. By early 1862 Lowe’s aeronautic corps had at least
seven balloons, along with a system of portable generators for inflating them in
the field. During the Peninsula Campaign, the Battle of Fair Oaks, and the
Seven Days Battles, his balloons made hundreds of ascensions with two
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balloons often aloft simultaneously. Passengers on some of these flights often
included Generals McClellan, Fitz John Porter, Daniel Butterfield, George
Stoneman, and Samuel P. Heintzelman. The balloon corps was inactive during
the Second Bull Run and Antietam Campaigns, but played a modest role at the
Battles of Fredericksburg and Chancellorsville. Immediately after the latter
battle Lowe resigned. His health was precarious, his patron McClellan was no
longer in command, and his dedication was undercut by army red tape and a
recent pay cut. Lowe’s sudden departure abruptly ended the balloon corps’
existence.93

A balloon’s great advantage over a land-bound picket was its elevation.
From heights of 500 feet or more, an observer could study the terrain and sketch
maps or take pictures; locate encampments, artillery batteries, and field
fortifications; estimate the enemy’s strength by counting tents or campfires;
watch the movements of troops and wagon and railroad trains; direct artillery
fire; and scan the countryside for dust clouds indicating deployments beyond the
horizon. Under favorable conditions and with competent observers aloft, an
army had a large measure of security against unpleasant surprises, and could
readily exploit unexpected opportunities.#

The phrases “favorable conditions” and “competent observers” indicate the
limitations of balloons as a reconnaissance tool. Circumstances were frequently
far from favorable. High winds could keep a balloon from attaining sufficient
elevation or make the basket wobble and spin, preventing the observer from
focusing his telescope or field glasses. A hazy atmosphere, fog, and battlefield
smoke—not to mention rain, snow, and ice—hindered vision. Although enemy
artillery fire never downed a balloon, it often kept the passengers ducking, and
not particularly eager to stay aloft any longer than pride demanded. Moreover,
troops in the vicinity did not appreciate incoming artillery projectiles aimed at
the balloons, and in one instance a general ordered a balloon to descend to
protect nearby soldiers. Civilian balloonists lacked the expertise for accurately
estimating enemy forces. Generals knew this, and sometimes went aloft
themselves or ordered a qualified observer to accompany the ascension. Even
then oblique distortion prevented perfect observation, and armies soon learned
to use camouflage and terrain features for concealment.93

Despite these weaknesses, Confederate officers were envious of the North’s
balloon corps., “We longed,” wrote Longstreet, “for the balloons that poverty
denied us.” Another officer noted that, at a minimum, balloons “forced upon us
constant troublesome precautions in efforts to conceal our marches.” A number
of Union generals also recognized the balloons’ value and tried to persuade
Lowe to return. But after May 1863, neither side again used balloons.%6

Although balloon use reached its zenith during the spring and early summer
of 1862 and then faded rapidly, Signal Corps stations of observation were of
paramount importance throughout the war. When the Confederates fired on Fort
Sumter in April 1861, the United States army had exactly one signal officer,
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Maj. Albert J. Myer, who had developed a system of visual signaling that had
been successfully field tested just prior to the war with the assistance of Lt.
Edward P. Alexander. When the onset of war fractured the officer corps, Myer
remained loyal and Alexander joined the South. Both men introduced ad hoc
signal services into their respective armies in 1861. In April of the following
year the Confederacy created a Signal Corps—the world’s first independent
organization of professional signalmen—and the North did likewise nearly a
year later. Myer became the Union’s Chief Signal Officer, but Alexander had
rejected an analogous position and transferred to the artillery. Command of the
South’s Signal Corps went to William Norris, who had established a signal
system in the Army of the Peninsula during the second half of 1862.97

From the beginning, signalmen utilized both stations of observation and of
communication; individual stations, of course, frequently combined both
functions. Stations of observation had four important similarities with balloons.
First, they needed height to be effective. As one signal officer recalled, he spent
much of his time “watching the rebel roads from any high point I could find, for
movements of their troops.”® Energetic observers utilized a variety of high
points. They could erect towers, some reaching skyward more than two hundred
feet. Rooftops, courthouse cupolas, and church steeples afforded good views, as
did ships’ masts when campaigning was near navigable waterways. In the
absence of manmade help, nature sufficed. Mountain tops, high hills, and tall
trees served admirably on numerous occasions.?? Second, height did not
guarantee unimpeded observation. Many of the factors that afflicted aerial
reconnaissance, such as atmospheric conditions and enemy suppressive fire and
concealment, also affected Signal Corps observers.!90 Third, from their
commanding elevations signalmen provided the same types of military
intelligence that balloonists observed.

Signal observation played a significant role in all of the war’s battles. At
First Bull Run, Alexander was at one of his signal stations when he noticed a
glint of sunlight reflecting off a brass artillery piece eight miles away toward
Sudley Springs Ford. He had discerned the North’s turning movement in time to
allow the Confederates to react successfully.!0! Perhaps the most famous
example of signalmen influencing a battle occurred on July 2 at Gettysburg,
where the Union had a signal station on Little Round Top. Eager to launch a
surprise attack against the enemy’s left flank, Lee ordered Longstreet to avoid
being seen on the approach march. To follow this order, Longstreet had to make
a long countermarch, delaying the attack for several hours. During this time
Union forces that were crucial in the late afternoon fighting arrived on the
battlefield.102

The fourth similarity was that observation alone did balloonists and
signalmen little good. They also had to communicate what they saw quickly and
often over long distances, which they did by sending signals. Signal-sending
impelled the enemy to try intercepting the signals, which resulted in the
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signalers employing ciphers to foil the interceptors. And using ciphers led,
inexorably, to codebreaking.193 Thus, the need to communicate pushed Civil
War armies beyond HUMINT and into the realm of SIGINT. In SIGINT, as with
steam and steel warships, submarines, railroads, massive firepower,
conscription, and trench warfare, the American fratricidal conflict presaged
many of the hallmarks of twentieth-century warfare.

In theory, the Signal Corps provided frontline communications, sending
messages in four ways. By using different colored flags depending on the
background (white against a forest, for instance, or scarlet against snow) and
wagging them to the left or right to imitate the dot and dash of telegraphy,
signalmen could send fifteen to twenty words in five minutes. On a clear day,
flag signals could be sent up to twenty-five miles, though the normal distance
between stations was far less than this. A second method, used at night,
substituted torches burning turpentine for the flags, and a third utilized colored
lights and rockets.194 Finally, Myer’s Signal Corps developed a field telegraph
system, based upon a device invented by George Beardslee, that had the
advantages of needing neither batteries (it operated on a pile of magnets) nor
trained operators. Myer employed the first one during the Peninsula Campaign,
and by mid-1863 sixteen were in use among various Union armies.105

Unfortunately for Myer, with the introduction of field telegraphy the Signal
Corps collided with another new organization, the United States Military
Telegraph, which initially provided only medium- and long-range telegraphic
communications. The USMT developed as an expedient to operate existing
commercial lines, and to build new ones as occasion demanded. It utilized the
telegraphic system introduced by Samuel F. B. Morse in the mid-1840s.
Although technically under the Quartermaster General’s orders, Secretary of
War Stanton exercised direct control over it. Anson Stager, the prewar general
superintendent of the Western Union Company, headed the organization, with
his principal assistants being Thomas T. Eckert in the East and Robert C.
Clowry in the West,106

Both Myer and Stager realized that the distinction between battlefield
telegraphy transmitted by the Signal Corps and longer-range messages wired by
the USMT made little sense. The result was a battle over roles and missions,
with each man laying claim to all telegraphic communications. Resolving the
conflict became urgent in mid-1863 when, after the Beardslee machines had
consistently malfunctioned, Myer decided to convert to Morse telegraphy, which
meant raiding the USMT’s personnel and logistical support. The climax came
in November when Stanton ordered Myer to an obscure job in the Western
theater, and directed the Signal Corps to surrender its field telegraph equipment
to Stager. From then on the Signal Corps employed visual signals only. The
USMT never used the Beardslee machines, but instead relied on the Morse
system for all telegraphy.107

The telegraph was of immense importance. By mid-war the USMT had
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created a network linking Washington to various army headquarters. From there
temporary field lines snaked forward to corps and division headquarters, and
even to advanced field works, Signal Corps stations, and picket lines. When an
army advanced, telegraphic communications moved apace, to the marvel of
commanding officers. At times, telegraphers even extended their operations into
enemy lines during the heat of battle.!08 Through mere strands of wire (which
were relatively impervious to atmospheric conditions and weather), generals
directed the movement of their armies, in both the strategic and tactical arenas.
They synchronized advances (or retreats) and logistical support, learned about
enemy activity, and dispatched reinforcements. The number of telegrams
indicated how heavily Union armies relied upon the USMT. For the fiscal year
ending 30 June 1863, Stager reported that it had sent and received 1,200,000
messages ranging in length from ten to more than a thousand words. During the
war, the daily average of military and government telegrams was 4,500.109

Both sides sent many of their important visual and telegraphic messages in
cipher. In both the North’s and the South’s Signal Corps, authorities changed
codes frequently, but none of them remained secure for long. The Chief Signal
Officer of the Department of the Cumberland reported that the same day the
enemy changed its cipher, two of his men broke it, and a Confederate signalman
recalled that the rebels “not infrequently” deciphered Federal messages. Lee’s
aide-de-camp sent General Early a copy of “the enemy’s signal alphabet as
deciphered by some of our signal corps,” and noted that the Confederates were
reading enemy messages “with facility.” As one Union Signal officer lamented,
“the enemy can read our signals when the regular code is used, and it is equally
evident to the minds of all who have had anything to do with interpreting ciphers
that our cipher is unsafe and cannot be trusted.”110

At times, Grant noted, it took too long “to make translations of intercepted
dispatches for us to receive any benefit from them. But sometimes they gave
useful information.”111 With such a potential intelligence bonanza so readily
available, Signal Corps personnel spent much of their time watching each
others’ signal stations, jotting down the wigs and wags, and then decoding the
communications. “I am daily reading the enfem]y’s signals & get much good
information,” wrote one. On the Bermuda Hundred expedition a Union station
provided a superb view of three enemy signal stations, so a regular watch was
established over them. And in operations around Charleston in 1863 the
Confederates employed seventy-six signalmen, twelve of whom did nothing but
read enemy messages.!12 One historian has estimated that the respective Signal
Corps fought about 99 percent of the Civil War’s SIGINT war, and if the Official
Records are an accurate indicator, he is correct, for they teem with reports of
intercepted Signal Corps messages.!13

Anson Stager devised the first military telegraph cryptographic system,
which was an enciphered code that fit on a single card, for use in McClellan’s
1861 West Virginia campaign. Stager’s original system went through numerous
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improvements, primarily at the hands of youthful War Department cipher
operators. Finally, in its twelfth and final version introduced in March 1865, its
codewords and plain-language equivalents filled forty-eight printed pages.114
Those responsible for the code were primarily the USMT’s civilian operators,
who swore not to “reveal or divulge to any person or persons any cipher that
may be given me for United States military purposes,” and who reported directly
to Stager. Commanding officers and their most trusted staff officers had no
access to the ciphers.115

Occasionally this situation bred tension. The most notable instance
concerned Grant’s cipher operator, Samuel H. Beckwith. Grant ordered him to
give the cipher to Captain Cyrus B. Comstock, who was going to accompany
him on a trip, and whom Grant considered “a wise and discreet man who
certainly could be trusted with the cipher...” Beckwith refused, Grant
threatened dire punishment, and Beckwith relented. When the War Department
learned of the operator’s indiscretion, it ordered him fired; only Grant’s most
earnest entreaties got Beckwith restored to duty. However, with the old cipher
compromised, the War Department sent a new cipher. Its secret, wrote
Beckwith, “remained close locked in my possession, and henceforth the General
always took me with him on his travels.” To avoid similar difficulties, cipher
operators customarily accompanied Union expeditions; for example, nine went
with Sherman through Georgia.116

Apparently, Confederates never broke the USMT’s ciphers even though this
should have been possible. After all, they regularly broke Yankee Signal Corps
ciphers, the USMT ciphers were quite simple, the rebels captured several USMT
cipher operators and their operating books, and they got their hands on a number
of enciphered Union messages. Still, no evidence has come to light to contradict
the judgment of a USMT cipher operator that “no case is recalled of the enemy
having translated a Federal cipher despatch.”!17 The Confederacy’s secret
service records, however, were destroyed in the fires that gutted much of
Richmond in early April 1865, which may explain the absence of relevant
evidence.

The USMT definitely read some enemy enciphered messages. The
Confederate Signal Bureau in Richmond, headed by William Norris for most of
the war, was not only the headquarters of the Signal Corps, but also of the Secret
Service Bureau, which had authority over the cipher used by government
officials, generals, secret service agents, and diplomats.!18 The Confederates
believed their cipher, which was based on a system developed by Blaise de
Vigenére in the sixteenth century, was safe, but it actually contained weaknesses
that allowed Union cipher operators to solve it. The enciphered messages read
by USMT personnel were captured in the field or delivered by spies; none
resulted from a wiretap.!19

However, wiretapping or capturing a telegraph station could be an
intelligence triumph because both sides sent many unenciphered messages. In
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either case, the interloper could sit quietly and listen or send bogus dispatches
that confused the enemy. A federal operator tapped the line between Albert S.
Johnston’s headquarters at Bowling Green and rebel forces at Cave City, another
tapped a line between Charleston and Savannah, two telegraphers listened in
between Chattanooga and Knoxville for a month, and one of Sherman’s
operators tapped an important enemy line during the March to the Sea. Much of
the success of George Stoneman’s southwestern Virginia raid resulted from
capturing the Bristol telegraph office, where Stoneman’s operator listened to
enemy communications and compelled the Confederate operator to send false
traffic.!20 The South had similar successes.!2!

“Many intelligence reports in war,” wrote the Prussian soldier-scholar Carl
von Clausewitz in his monumental On War, “are contradictory; even more are
false, and most are uncertain.” Two dozen pages later he returned to the
problem, noting that “the general unreliability of all information” ensured that
military action occurred “in a kind of twilight, which, like fog or moonlight,
often tends to make things seem grotesque and larger than they really are.”122
Few, if any, Civil War generals would have disagreed with him.

Despite their many HUMINT and SIGINT sources, commanding officers on
both sides never found it easy to discover the truth. Echoing Clausewitz, Lee
informed President Davis that “The reports are so conflicting and sometimes
opposing, and our people take up so readily all alarming accounts, which swell
in their progress, that it is difficult to learn the truth till too late to profit by it.”
About a year later he wrote a similar missive to Stuart: “I am unable yet to
determine what are the plans or intentions of the enemy; reports are so
contradictory.”!23 Union generals, and their subordinates engaged in
intelligence work, had the same problem. One particular enemy division, Meade
told Grant in July 1864, “has now been positively placed in our front—on our
left & rear & on its way to Pa.”124 And how was George Sharpe, commanding
the Bureau of Information, to reconcile a report from his trusted assistant, John
Babcock, that a certain Confederate division had “positively gone to
Wilmington,” and a telegram the next day from Maj. Gen. E. O. C. Ord
presenting evidence that the division had not left?125

Why were so many intelligence reports contradictory or wrong? One reason
was that rumors and exaggerations often shielded the truth. “Rumors, and
reports of rumors,” Hooker wrote Lincoln, indicated that the enemy was making
changes, but he could not yet determine what they were.126 “Reports from
citizens however intelligent and honest cannot be relied on,” Lee asserted. “Had
General Foster received all the reinforcements that have been reported...he
ought to have the largest Federal army now in the field.” And a citizen informed
Henry Gilmor that one hundred enemy cavalrymen were nearby; this, he said, “I
put down at fifty, and was right.” Deserters often embellished their stories “to
add to their consequence, and the supposed value of their information.” When
writing about the interrogation of blacks, McClellan (no doubt unaware of the
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irony in accusing others of his own glaring fault) asserted that “their estimates of
numbers were almost ridiculously inaccurate.”!27 Newspapers contained
intelligence nuggets, but they were usually buried in tons of useless ore
consisting of bluster, puffery, blatant fabrications, sensationalism, faked
eyewitness accounts, and conjectures based on nothing more substantial than a
reporter’s unrestrained imagination.128

A second explanation for contradictory intelligence was enemy deception.
Each belligerent understood the other’s HUMINT and SIGINT information-
gathering methods and developed ways to foil them. Spies and scouts could
be—and sometimes were—double agents. Along with reconnaissance, cavalry
also conducted counterreconnaissance missions to protect their army from
prying enemy cavalrymen.!?9 Captured mail could contain documents
manufactured to mislead, and commanders sometimes told correspondents lies
disguised as facts, knowing that the enemy would read them.130 Interrogators
could be deceived in many ways. On his ride around McClellan’s army, Stuart
queried citizens about the road network leading one way and then quietly moved
in the opposite direction, hoping that the civilians would tell his pursuers what
he had asked them and thereby sow doubt and confusion.!3! Deserters
sometimes lied,!32 or perhaps were not even genuine deserters. Both sides used
mock deserters to plant false information, or to have them acquire intelligence
and then return.!33 Bogus deserters were in a dangerous situation, especially
those interrogated by Sharpe and his subordinates, who knew enough about
Lee’s army and Virginia’s topography to ask probing questions that could trip
up an unwary man. And if they doubted a deserter’s authenticity, they were not
above using torture to try to learn the truth.134

Visual observers could also be frustrated. One method was to make them
keep their heads down through suppressive fire. Another was to create illusions
by such ruses as kindling extra campfires and mounting dummy guns, or by
leaving “the usual amount of force generally visible” to persuade the enemy that
all was normal when a movement was actually in progress. Generals also
learned how to conceal their forces behind hills or woods, or by moving at
night.135

As with HUMINT, so with SIGINT: both sides developed techniques to lead it
astray, especially by sending false messages when they knew the enemy would
intercept them. On the night of 26 June 1862, during the Seven Days Battles, a
Union force planned to evacuate a position. But to confuse the Confederate high
command about Yankee intentions, the signal officer had his men send in cipher,
but from a location that the rebels could see, a message saying that five divisions
had arrived; he expected the enemy to decipher it. The telegraph could also be
manipulated to mislead. In September 1864 a rebel operator got on a Union line
pretending he was the regular USMT employee. Because the interloper’s key
signature was different, a USMT operator at another station recognized what had
happened and alerted the commanding officer. The latter then fed the enemy
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operator misinformation about nearby Union forces.!36

“It behooves us to be on the alert,” Lee wrote to Longstreet in March 1864,
“or we will be deceived. You know that is part of Grant’s tactics.” The
Confederate commander was correct, for Grant was a master at deception. He
had, continued Lee, “deceived Pemberton when he turned him, and in this last
move of Sherman threw dust in Polk’s eyes.” Of course, Grant had lots of help,
for deception was a collective enterprise. As Assistant Secretary of War Dana
assured him, “If you wish any false information to be given to the Rebel
authorities, I have the means of conveying it so that it will be believed. It will
take seven to ten days to reach them.”137 Confederate generals and government
officials returned the favor whenever they could.

How could generals stitch together the truth from their intelligence sources
when they knew that each was vulnerable to falsehood and deception?
Generally, they followed two practices. One was to be discerning, to assess the
reliability of the source of every single intelligence report. Interrogators
consistently differentiated between well-informed, intelligent deserters,
contrabands, refugees, and citizens,!38 and those who appeared dull and
uninformed.!3® When Grant received a scout’s report that Early was returning
to Richmond from the Valley, he wanted the scout sent to him so that he could
personally judge his reliability. And Lee attached special importance to the
Philadelphia Inquirer because its stories were often more accurate than those of
other Northern papers.140

The second practice was to seek cumulative corroboration from multiple
sources; indeed, the quest for confirmation pervaded the intelligence war. When
confronted with new information, intelligence operatives and consumers
immediately asked others whether they could verify it.!4! “By our scouts from
the Chickahominy last night,” wrote Sharpe to a general, “we have received a
written communication from an agent in Richmond, much of which is only
strongly corroborative of our own information, but is repeated here in order to
show the value of the whole.” Dana wrote that a spy’s report about the
Confederate army “was of no particular value, except that in its more interesting
features it agreed with our information from other sources.”142

Yet, until war’s end reality confounded even the most diligent intelligence
assessments. In March 1865 Grant received reports from deserters, refugees,
and scouts all confirming, over a two-day period, that Sheridan had defeated
Early and captured the Confederate commander and his staff. As had been true
so often in the previous four years, these reports, all seemingly certain, were
only partly true: the rebels had been smashed, but Early had escaped.!43 Nor
could the truth always win the battle against self-deception. McClellan, Pope,
and Hooker were victimized not so much by faulty intelligence as by their
inability to cast aside preconceived notions even when confronted with evidence
that their ideas were wrong.144

Thus, despite the numerous methods of acquiring HuMINT and SIGINT, and
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despite efforts by wise and clever men to evaluate and apply the information
these sources provided, Civil War military intelligence was never perfect, as the
numerous successful surprise attacks from the spring of 1861 through the spring
of 1865 so amply attest!
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Notes

The author expresses his most profound thanks and appreciation to Mr. Edwin C.
Fishel of Arlington, Virginia, who knows more about Civil War military intelligence than
anyone. He is not a professionally trained historian, but is a former employee of the
National Security Agency and its predecessors, the Signal Intelligence Service and the
Army Security Agency. Mr. Fishel has greatly helped shape this paper through his
published works cited in the following notes, and through numerous phone calls and an
extensive correspondence. In a noble display of scholarly generosity, he has even shared
his sources and some of his notes with me and one of my graduate students, Mr. William
B. Feis, who is currently working on Grant’s use of military intelligence. Mr. Fishel’s
forthcoming book, tentatively entitled The Secret War for the Union, will be a
magnificent contribution to Civil War literature. The author also wishes to thank
Professors Howard Jones of the University of Alabama and Benjamin Rader of the
University of Nebraska-Lincoln for critiquing a draft of this essay. Although neither is
an expert in Civil War history, I admire their keen intellects and fine writing styles, and,
as I expected, their comments were extremely helpful.
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The Origins of Modern Intelligence

Comments
Ernest R. May

Harvard University

These papers in some ways overlap and intersect in very interesting ways.
Professor Maslowski’s paper can be used as a case study to test some of the
propositions or hypotheses in Professor Showalter’s paper. One can ask, did the
United States, in 1861-65, show evidence of the trends identified by Professor
Showalter? To the extent that it did not, is there a basis for saying that the case is
in some respects exceptional — that the United States was not like other powers
in the period or the Civil War was different from others wars? Or is it in fact a
perfect illustration of the trends? B

In order to raise that question, I have to begin by summarizing those of
Professor Showalter’s propositions that seem to me to lend themselves to testing
by Professor Maslowski’s case. These are in part inferences, rather than a direct
summary of what Professor Showalter says. I want to start with a
characterization of intelligence at the end of 1914, then at 1815, the mid-point of
the period he is dealing with, and then ask if Professor Maslowski’s paper
illustrates trends that are underway between those two dates.

Intelligence, between 1815 and 1914, was, in the broadest sense,
information about possible or actual threats to the state and what to do about
those threats. It embraced political, diplomatic and military intelligence. But if
you take intelligence in the narrow sense of being the product of people who
regarded themselves as professional intelligence officers, by 1914 intelligence
was almost exclusively military intelligence. Political intelligence, in the sense
of looking at threats to the state from subversive internal forces, was regarded as
primarily the province of the police or ministries of the interior. Diplomatic
intelligence was regarded as the province of professional diplomats — people
who were in the business of dealing formally with other governments. But
intelligence, as an honorable and demanding professional specialty, was
primarily for those who wore uniforms — the army and, to a lesser degree, the
navy.

As of 1914, the mission of intelligence was divided into two functions. The
first was the acquisition of information useful to the preparation for future wars.
Intelligence officers were thinking about wars and about campaigns and battles
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as subsidiaries to wars. They were thinking in terms of war preparation and they
required information about that. Secondly, they analyzed that information in
order to gaininsight into the preparations and plans of potential adversaries. The
activities of intelligence officers by that time included, on a very limited basis,
the collection of intelligence via human agents and, somewhat less so, collection
via signal interception. But primarily collection came from combing overt
sources — attaché conversations, the press, parliamentary proceedings, and
various other kinds of open sources. It included analysis of an adversary’s
economic resources as well as military plans. Another function, identified by
Professor Showalter, was the separate support for efforts by the services to
obtain funds or to build domestic backing for military programs. That was the
characterization in 1914.

As for 1815, intelligence was not so sharply defined. In the first place,
political intelligence was the highest business of state. It was in some degree
collected, and certainly analyzed, at the very top of governments — by
Napoleon, by Fouché for Napoleon, by their British adversary Pitt, by Lord
Liverpool to a slightly lesser extent, by Canning to a greater extent, and
certainly by Metternich. Look at Metternich’s correspondence or Srbik’s
biography of Metternich and you see he spent a great deal more of his time
reading what one regards as police reports for intelligence on internal security
than he did on diplomacy. Any of the political leaders or heads of state around
1815 would have been absolutely astonished with the concern expressed in the
United States during the 1970s over President Nixon’s “plumbers.” They would
have thought that’s what the heads of government do. Political intelligence was
something that was not separated; it was part of the business of government.

Diplomacy at that time had become, to some degree, bureaucratized and
professionalized, but it was supplemented by the use of secret agents. In the
eighteenth century it had been supplemented by the use of secret agents at the
highest level of government. Kings resorted to what in France was called
secrets du roi, the use of their own private, secret diplomatic agents. And
certainly at the Congress of Vienna you find Talleyrand, Metternich, Gentz and
others making use of secret agents to a greater extent than certainly was
characteristic of people who regarded themselves as in the business of dealing
with diplomatic intelligence in 1914.

This tactic in the diplomatic services shriveled soon after the Congress of
Vienna. You find much less use of clandestine intelligence by 1820 — in part
due to the emergence of parliaments and the press. Military intelligence as of
1815 had only begun to extend from the battle to the campaign, had not yet
really extended to intelligence for wars, and it was not a staff specialty. It was
still the case, as with Napoleon, that the chiefs of armies tended to be their own
intelligence officers. However, the trend from 1815 to 1914 was for intelligence
to become the more particularized province of people who were military
intelligence officers. World War I then altered that trend and you get a
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movement back toward the earlier views and roles of intelligence.

Professor Maslowski’s paper is a good test of the trends that one can infer
from Professor Showalter’s description. It seems to me that it does in fact
describe intelligence in transition at approximately the midway point, even
though the United States was in some respects politically exceptional and the
Civil War was an extraordinary war in itself. Intelligence, as Professor
Maslowski describes it, was almost exclusively military intelligence, not
political or diplomatic. It is intelligence in transition — not just for battles and
campaigns, but also for wars. But it’s not yet there. It still tends to be
intelligence for campaigns under the purview of the commander who is
preparing the campaign. It is diverse in activity — moving toward the kinds of
collection (human agents, scouts, overt sources, more sophisticated
communications intercepts) and analysis that is managed by intelligence
professionals by 1914. But it is not yet the kind of professional specialization
that existed in 1914; it is not yet focused on wars, war plans, or the total strength
of the adversary.

In my view these papers fit together perfectly. One is a brilliant summary of
general trends underway over a longer period than I specified. The second, a
case study, illustrates the trends that were occurring during the century between
1815 and 1914.
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Allied and Axis Radio-Intelligence in
the Battle of the Atlantic
A Comparative Analysis
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Probably the most fruitful example of the effects of radio-intelligence in the
decisionmaking processes and the operations of World War II is the Battle of the
Atlantic.] Here the operational and intelligence documents are available on both
sides with an astonishing completeness. In this battle the use of radio-
communications was of the first importance in the operational control of the
operations on both sides. Radio signals were as indispensable to the German
Commander-in-Chief, U-boats (BdU*) for directing his U-boat groups at sea as
they were to the Allied commanders directing the convoys of merchant ships
and their escorts. The necessary and unavoidable radio signals to and from the
U-boats or to and from the convoys and their escorts opened up ways to gain
highly valuable information about the enemy’s intentions by using one or more
methods of radio-intelligence: radio direction-finding, traffic analysis, or
decryption.

In this battle, fought from the first to the last day of the war, the Allies’
objective was to secure the flow of shipping transporting the vital civilian and
military supplies from all over the world and especially from the United States
to Great Britain. The method of defending merchant ships against attacks was a
COnvoy system.

The aim of the Axis powers was to sever these lines of communications by
using surface raiders, aircraft, and especially U-boats to attack the ships in the
convoys and thus to sink more vessels and tonnage than the Allied shipbuilding
yards could replace. The German method of attack on the convoys was by
groups or wolf packs of U-boats. Eight main phases of the Battle of the Atlantic
are identifiable, each with changing operational patterns on both sides. This
paper describes the methods used by both sides to direct the operations by radio
signals and to encode or encypher the signals against the listening enemy in each
phase and analyzes how and to what effect both sides used the three methods of

* The literal German is Befehlshaber der Unterseeboote — Commander in Chief of Sub-
marines. The German acronym BdU is used throughout this paper to signify this command.
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radio-intelligence to counter the efforts of the enemy.

First Phase: Single U-boats against Independent Ships

In the first phase from September 1939 to June 1940 a small number of
German U-boats, very seldom more than ten at a time, cruised separately west of
the British Isles and in the Bay of Biscay to intercept Allied merchant ships
which sailed mostly independently because the convoy system was only taking
shape slowly.2 U-boats found enough targets. Since the U-boats had to depart
from the Baltic of the German Bight and go round to the north of Britain their
range was limited to the meridian of 15° West and later to 20° West.
Accordingly the British and French navies had to escort the incoming convoys
only east of this line, while outgoing convoys could be dispersed after passing
this line.3

Shore Based Control by Radio-Communication

During this time radio communication between the shore authorities and
forces at sea was only necessary on a limited scale. On the Allied side besides
enemy situation reports changes in the prearranged meeting points of convoys
and escorts had to be transmitted. On the German side the U-boats got their
written operational orders before they departed, and so radio signals were only
used for sighting reports of U-boats about convoys or for ordering changes in
the operational set-up from the shore command.

The first three trials of shore-directed group operations of U-boats against
convoys in October and November 1939 and February 1940 confirmed the
concept of leading other U-boats up to the convoy by the regularly transmitted
contact signals of the first U-boat reporting the convoy.4 But the insufficient
numbers of the U-boats and the many failures of the torpedoes prevented real
successes.

Because the German BdU had great fears that the signals of his contact
holding U-boats could be fixed accurately enough by shore direction finders to
start countermeasures he introduced the short-signals system, using a codebook
to shorten the contents of a signal to a few four-letter groups which were then
super-encyphered with the daily setting of the Enigma-cypher machine
Schliissel M [M-key] in the circuit Heimische Gewdsser [home waters].5

The Allied shore high-frequency direction finding stations were able to pick
up such signals but with the then used methods the very short transmission time
of the signals prevented exact fixes of the positions of sending U-boats at
distances of over 200 — 300 miles. When the German command realized the
inaccuracy of the fixes a great relaxation took place which later had grave
consequences when the British introduced high-frequency direction finding sets
with cathode-tube display aboard escort vessels in 1942.6
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British Crypto-Systems and the B-Dienst

The Royal Navy used at this time two crypto-systems.” There was a “Naval
Cypher,” operated by officers only, for operational signals mainly concerning
ships down to destroyers. And there was the Naval Code operated by ratings,
used first for administrative signals and messages covering small ships and later
also for signals about ship-movements. The first was based on a four-figure, the
second on a five-figure, codebook and both were super-encyphered by long
subtractor tables of 5000 groups each, changing every month or two months.

While the British decryption service at Bletchley Park had no real success
against the German naval Enigma Schliissel M during this phase, the German
naval decryption service, the B-Dienst, had achieved the first breaks in the
Naval Code in peacetime, when it was used partly without super-encyphering.8
By the end of 1939 a great part of the codebook had been reconstructed, as had
more and more parts of the long subtractor tables, also of the “Naval Cypher.”
In April 1940, during the Norwegian operation, for instance, the B-Dienst was
able to decrypt some 30 to 50 percent of the signals in the “Naval Cypher” and
could deliver to the operational command good estimates about the location and
the movements of the main units of the Home Fleet. But it was never possible to
penetrate the separate long subtractor tables of the commanders-in-chief or the
flag-officers: there was not enough signal material to work on, and later these
signals of the highest grade were encyphered in real one-time pad* cyphers.
Because it was always a big logistical problem to change the codebooks, such
changes could only be made at long intervals. Thus the German B-Dienst could
solve more and more code groups, when they were in use for extended periods.

There was one more code which was of great importance during the Battle
of the Atlantic, the “Merchant Navy Code,” introduced in January 1940 for radio
signals to and between merchant ships. The B-Dienst achieved the first breaks
already in March 1940 and could decrypt most of the signals with captured code
materials from Bergen since May 1940 and later from captures during the
operations of the armed merchant raiders.”

In this first part of the war the German B-Dienst was clearly more successful
than its British counterpart.

Second Phase: Wolf Packs against Convoys

The conquest of Norway and Western France provided the German U-boats

*A one-time pad is an encryption system that seeks to avoid repetition, the weakness in
any coding system that allows penetration of it. One-time pads use a unique random key
only once in a text, producing another random key for the same plaintext letter or
sequence. See: David Kahn, The Codebreakers: The Story of Secret Writing, New York:
Macmillan Co., 1967. pp. 398—400.
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with new bases, much closer to the main operational area west of the North
Channel. This allowed the U-boats in the second phase from July 1940 to May
1941 to operate in wolf packs directed by radio signals from the shore against
the convoys which now constituted most of the traffic to and from Great
Britain.!0 Even if the number of German U-boats in the operational area did not
rise to more than ten at any one time, they now reached their peak efficiency in
the relation of tonnage sunk against the days at sea. This was partly made
possible by the weakness of escort groups, because the Royal Navy had to hold
back its destroyers against an awaited German invasion.

The British merchant shipping losses were greatly increased during this
phase by operations of German battleships and cruisers in the North and Central
Atlantic, by armed merchant raiders in all five oceans, by attacks of German
long-range bombers in the western approaches to Britain and to a lesser extent
by the Italian U-boats sent into the Atlantic.!!

British Cypher Systems Broken Again

During this time the German B-Dienst suffered its first setback, when on
August 20, 1940, the British Admiralty distributed new codebooks based on the
four-figure groups for both systems to make the distinction between the Naval
Code and the “Naval Cipher No. 2” more difficult, and started to break down the
cypher circuits into smaller ones and to change the long subtractor tables partly
two or three times a month.12, During the most successful convoy operations of
September and October 1940, the B-Dienst could not help much. When the B-
Dienst had reconstructed by January 1, 1941, about 19 percent of the new
codebook KOlIn, as the Germans called “Naval Cypher No. 2, and 26 percent of
Miinchen or the Naval Code, as well as great parts of the tables,!3 on the other
side the danger of the German invasion was over and most of the destroyers
were again transferred to escort duties with the convoys. At the time the
squadrons of the RAF Coastal Command became more effective in driving the
U-boats away from the coastal area.

On the British side the Admiralty had sent radio-observation vessels into the
Atlantic to analyze the German methods of radio-directed convoy operations by
wolf packs.!4 The results of this traffic analysis, as well as the improved shore
based direction finding gave the Submarine Tracking Room (STR) and the
Trade Plot of the Admiralty much better possibilities to route the convoys round
the dispositions of the still few German U-boats.

Third Phase: Evasive Routing and the U.S. Entry into the Battle

The great change in the intelligence race came with the third phase from
June to December 1941. At first Bletchley Park had great difficulties with the
German naval Enigma cyphers.
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The Breakthrough at Bletchley Park against the Naval Enigma

The “Schliisse! M 3” used three out of a stock of eight rotors instead of the
stock of five used by the air force and the army Enigmas.1> So while the inner
wirings of the rotors I-V and of the reflector “B” were known, the wirings of the
additional naval rotors VI - VIII could not be solved with the available means.
Even the capture of three rotors from U-33, sunk on February 12, 1940, in
shallow waters off the Clyde, did not change the situation.16 1In the spring of
1941, the British forces at sea were ordered to spare no effort to get aboard
sinking German ships or U-boats and to capture cypher machines and cypher or
code materials. This was accomplished first during the Lofoton Raid on March
3, 1941, when a boarding party took a case containing five stored rotors from the
German patrol vessel Krebs, including the ones missing from the collection at
Bletchley. Now Bletchley Park could start at last analytical work on the naval
Enigma.l7

A key of the Enigma at the time consisted of two inner settings, the
Walzenlage, or the rotor order, and the Ringstellung, or the setting of the
alphabet rings at the rotors. They were changed at two-day intervals by officers.
In addition there were two outer settings, the Steckerverbindungen, or plugboard
settings connecting about ten pairs of letters, and the Grundstellung, or starting
position of the rotors before the separate message key was set. These settings
were changed daily by the operators.18

From mid-March to the end of May the decryption of the daily settings of
Heimische Gewdsser proved to be a difficult and time-consuming task, because
Bletchley Park lacked then the necessary “cribs” or probable plaintexts of
intercepted messages, necessary to feed the bombes with menues to find the
daily keys. With the keys for the days from February 13 to 23 broken only from
March 20 to April 5, using a key list captured from Krebs which was probably
damaged because the printing was with water-soluble colors, and with further
cryptanalytical breaks for some March and April days coming only with delays
of a fortnight or more, the results were hardly of great operational use.1?

Only when, on May 7 and 8, 1941, the British captured intact cypher
machines, the short-signal book, the weather codebook, the naval grid chart and
other secret materials20 in an operation planned for this purpose from the
German weather-reporting ship Miinchen and from U-110. It was now feasible
to prepare a decrypting machine or bombe for the possible 336 rotor sequences,
instead of the sixty used up to this time by the air force Enigma, broken
regularly since 1940. From the beginning of June 1941 the British could first
read the German naval signals of the circuit most commonly used, Heimische
Gewidisser or later HYDRA, called DOLPHIN by the British, by using the captured
monthly programme of cypher settings.2l A second operation against the
weather reporting ship Lauenburg, located by direction-finding at the end of
June 1941, brought the cypher settings for the month of July 1941.22
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Bletchley Park and the German Surface Operations

This breakthrough came too late to be of influence in the operations against
the German surface-raiding operations, especially against the battleship
Bismarck in May, but the captured materials gave away the planned meeting
points with the German surface oilers so that the British could smash the whole
supply-system in the North and Central Atlantic in June 1941.23

The loss of most of the oilers in so short a time came as a surprise to the
German Naval High Command and led to an investigation into the security of
the communications and the cyphers.24 The British experts feared such research
and the possible compromise of Bletchley Park’s success; the Admiralty
prohibited any similar capture-operations for the future. But the German experts
could not find any clear evidence for a cryptanalytical break into the M 3 cypher
system and ascribed the losses at the meeting points to some noncryptological
material captured from the oiler Gedania, which was known to be taken to
Gibraltar.25 To counter this, a codeword was sent to put a prearranged change
in the daily cypher settings into use. The BdU remained doubtful and tried to
improve the security of his communications by additional measures. By June 16
he introduced a reference-point system to designate the positions instead of
using the two-letter-four-numbers code from the grid maps.26

Bletchley Park and the U-boat Signals

But this caused at Bletchley Park only some small troubles in finding the
correct positions. Otherwise the German signals could be decyphered from June
to the end of July by using the captured German cypher settings. So it became
clear very soon that the Germans now tried to send the rising number of U-boats
in fast moving patrol lines across the whole North Atlantic convoy route, forcing
the British Admiralty to extend the antisubmarine escort of the convoys over the
whole route between Newfoundland and the western approaches, starting with
Convoy HX.129 in June 1941.27

Without any idea why the German U-boats could no longer find convoys,
the BAU changed his strategy and sent his U-boat groups in July and August
against the U.K. — Gibraltar convoys where the now available long-range Focke-
Wulf FW-200 Condor aircraft could locate the targets and home the U-boats in
by sending MF/DF bearing signals.?8

After the expansion of listening stations all around the Atlantic during
autumn 1940 and spring 1941, traffic analysis and direction finding from the
shore gave the British Submarine Tracking Room (STR) precise and immediate
information about the positions of individual U-boats every time they sent a
signal.2? These intercepts even indicated when U-boats had established contact
with a convoy, because it was easy to pick out the contact short signals, which
were marked by the two Greek letters “beta-beta” at the beginning of the
transmission to silence all other German radio stations on the same frequency.
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The STR could identify the threatened convoy and send a warning without
knowing the contents of the signal itself.

When the captured cypher settings were running out and analytic decryption
had to start in August 1941, these methods also gave Bletchley Park great help
in cracking the daily settings of the German cypher machine. Because those
concerned with the traffic analysis knew the normal set-up of a contact signal,
and could estimate from their own situation map the probable contents of this
signal, they could feed the bombes with a possible clear text and the actual
encyphered text. Only a few changes in the data and terms were then necessary
to find the “crib” and to prepare the menue to get the daily key.30

With more and more new U-boats coming out, the BdU started in mid-
August again to send his groups to rake the North Atlantic routes, but he was
upset when his U-boats could only very seldom find a convoy. ULTRA, as the
decryption of the Axis military and naval radio signals was later called, gave the
STR ample time to reroute the convoys so perfectly around the German
dispositions that only some chance meetings took place which could never have
been avoided by ULTRA, as it could not prevent the interception of convoys on
the Gibraltar run when German agents reported their departure from Gibraltar
and air reconnaissance supported the U-boats. But the knowledge about the
German U-boat concentrations enabled the Admiralty to strengthen the escort
groups of the convoys in danger to fight off the U-boats.3!

German Cypher Improvements

When on the German side the reference-point system proved to be too
cumbersome, the grid square system was reintroduced on September 11, 1941,
but now with randomly chosen two-letter digraphs.32 New fears about the
security of the cypher came up when on September 28 two German U-boats
were surprised by the British submarine Clyde during a replenishment operation
in the Tarafal Bay on the Cape Verde Islands.33 So on October 5, the U-boat
signal traffic was separated from the Heimische Gewdsser circuit into a new
cypher circuit TRITON. Because the new four-rotor cypher machine M 4 which
was to be distributed to the U-boats, was not ready now, TRITON first had to use
the old M 3 machine.34

But all these countermeasures gave Bletchley Park only some trouble with
the positions. The problem that fewer and fewer contact signals came in was
overcome by changing over to another source for “cribs”: the weather short
signals.35 They were first encoded by a special Wetterkurzschliissel, which was
known already from the Miinchen booty, and then they were super-encyphered
by the daily setting of the M 3. The signals were very short and difficult to
intercept, but easy to sort out because they started with a designator “WW.” The
Y-stations could try to get a fix, and then the weather team in Hut 10 at
Bletchley Park started to work out the menue for the bombes by comparing the
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signals of Allied vessels in the area about weather conditions and the signals of
the German weather-recce airplanes. When the Fombes found the coincidence,
naval cryptanalytical Hut 8 quickly got the daily key. Every day in October
1941 in which four settings changed on the German side added two to three days
to the time needed to catch up at Bletchley, while the two settings of the
following day needed then only a few hours more.

From June 1941 to December 1941 the ULTRA-based rerouting by the STR
and the Trade Plot of the Admiralty was so successful that by very cautious
estimates about 1.6 to 2.0 million gross register tons (GRT) were saved from
being lost to U-boat attacks.36

ULTRA and the U.S. Entry into the Battle of the Atlantic

ULtrA had one other very important consequence during the second half
year of 1941 in the Atlantic. Because Hitler wanted to avoid war with the
United States as long as he was fighting his war to conquer the European part of
the Soviet Union, he ordered the navy several times to avoid any incident with
the U.S. Navy, notwithstanding the fact that it was supporting the British and
Canadians more and more openly.37 Since April 18, 1941, the U.S. Atlantic
Fleet had extended its patrols to the meridian of 30° West and on June 14, 1941,
up to 26° West. On July 15 even Iceland was included into the Western
Hemisphere. After June 21, 1941, the decrypted radio signals containing Hitler’s
restrictive orders gave Churchill and Roosevelt clear evidence of Hitler’s
intentions after a German U-boat had reported a meeting with the U.S. battleship
Texas inside the German operational zone on June 19. The president learned
that he did not have to fear a German declaration of war when he ordered the
U.S. Atlantic Fleet secretly to join in the search for suspected German surface
raiders in later August and to start escort and war operations in early September
1941, allowing the Chief of Naval Operations in Washington to take over
operational control of all Allied convoy operations in North Atlantic west of 26°
West. Only because the Allied convoys escorted by U.S. escort groups were so
cleverly routed round the German patrol lines up to early November, and
because the BdU had to transfer his U-boats to the Mediterranean and the area
off Gibraltar to counter the dangerous developments in North Africa, very few
incidents between German U-boats and U.S. ships took place. The cancellation
of an Atlantic raiding operation of the pocket-battleship Admiral Scheer owing
to a machinery defect prevented a German-American naval battle in the
Denmark Strait on November 5, 1941, when ULTRA indications had led the
dispatch of two battleships, two heavy cruisers and three destroyers of the U.S.
Task Force 1 at Hvalfjord to intercept the German ship.38
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Fourth Phase: “Happy Days” for U-boats off America

In the public memory this active participation of the U.S. Navy in the Battle
of the Atlantic before Pearl Harbor and the big set-back to the German U-boat
campaign in the second part of 1941 are almost forgotten, because the U-boats
in the fourth phase from January to June 1942 sank more shipping than in any
other period during the “happy days” off the U.S. East Coast. But this was not
— as many people said — the consequence of the big black out ai Bletchley
Park, brought about by the introduction of the new four-rotor cypher machine M
4 and the complete separation of the U-boat radio signals from the general naval
cypher HYDRA into the new TRITON-cypher circuit, starting on February 1,
194239

Off the American East Coast and in the Caribbean, the merchant ships were
running individually and unescorted notwithstanding the experience the U.S.
Atlantic Fleet had already gained in convoy routing and escorting in the North
Atlantic from September 1941 to January 1942.40 It was only in May 1942 that
the Americans, under strong pressure from the British, slowly started their
Interlocking Convoy System.4! German U-boats to this time had no reason to
operate in groups. They could find plentiful targets more easily by operating
singly in prearranged areas. Therefore the need to send radio-signals dropped
off sharply, and even with decrypting Bletchley Park could have done little to
prevent the heavy shipping losses.

New British Cyphers and the B-Dienst

Under such circumstances also on the German side the ups and downs in the
possibility of decrypting the British and Allied naval codes and cyphers were of
lesser importance during this period. When the British in September 1941
introduced a new procedure for the indicators of the long subtractor tables a
cryptological mistake made the work of the German B-Dienst easier than
before.42 But when January 1, 1942, new codebooks and tables came into use
and the numbers of circuits with the new Naval Cypher No. 4 (K6LN) and the
Naval Code No. 2 (MUNCHEN) were going up to sixteen or twenty-six, the results
dropped off until October 6, 1942, when some codebooks and a few tables
became available from the destroyer Sikk and the MTB 314, sunk or captured off
Tobruk on September 13 — 14, 1942.43

It was during this time that the B-Dienst step by step had to transfer its main
effort to the new Naval Cypher No. 3 (FRANKFURT), which was introduced in
June, 1941, to carry the growing amount of radio traffic necessary for routing
and rerouting the Allied convoy system in the Atlantic, especially after the U.S.
Navy started to participate in the escort operations and took over operational
control in the western part of the North Atlantic on September 15, 1941.44




it

- AAAMA
St. Paul Rocks™

MERCHANT LOSSES

DECEMBER 1941 - AUGUST 1942

40° s
t Greenland
0
Eﬁ Ce
© Faroe Isﬂ
© Shetlandl
C. Farewell o -
o
A A
Labrador aa o
A
oundland‘ :A a R
'y
% A “a a
Ran sl 44 s
al .‘Nova §cot|a a A:‘A
A 378
A M
20° New Yo ﬂ AA‘A S " -
I{ a
Norfolk A A‘ -~ -~ O8%A L Gibral
New .
Orleans ‘Bermuﬁa‘ Madeira |.=
e A:A A a a
ast )\ “ aana A . Canary Is.7 4
AAA wBahamilsAA AAA. .
ﬁ‘ 22, & . -
S5
&a
-
-~
Y 3
AAA AL

-~
cife * Ascension 1.
V'S
- a
St. Helena l.=
- .
*o Trinidad !.

TO U-BOATS

Mage‘""g; Falkland Is.

)
~ Cape Horn

80° e

a South Georgia

°% Sandwich Group
-2 o

70°

40°




87 JURGEN ROHWER

Allied Cypher Machines and the Navies

Neither the Americans nor the British were willing or able to introduce their
cypher machines at the time. Both had started to develop such machines, using
the commercial Enigma D which they had bought in the twenties and in the
United States in addition the Hebern machine as a starting point.4> The
American Electrical Cypher Machine, or ECM-Mark I, was already in use with
the U.S. Navy but it was not possible in 1941 to provide the machines in great
numbers to the British and Canadians. The British had during the thirties
developed their super Enigma, called Typex, which was used since 1939 with
the Royal Air Force and the Army. But the Royal Navy had declined then the
introduction because the book cyphers and subtractor tables were regarded
easier to handle and more secure. Only in June 1942, the British and Canadians
reached an agreement with the Americans to modify the ECM to work to the
Typex using an adaptor for the latter. The modified machines became two
versions of the compatible “Combined Cypher Machine” or CCM. In
November 1942, the British Navy started to equip the shore commands with
Typex, but only from November 1943 the ships of the three Allied navies began
to get the new CCM machines.

There remains the question what would have happened had the navies
introduced these cypher machines earlier, working on systems derived from the
German Enigma, even if greatly improved. Then the German B-Dienst would
have had to concentrate its work on this system generally known from some
machines, captured at Dunkirk in a damaged state, but which were repaired by
some enterprising German expert to be used as an Enigma, in the same way as
Bletchley Park used some adapted Typex machines to avoid a special production
line for remade Enigmas for decyphering the German signals with the decrypted
daily settings. Of course, it was too late in 1943 to start analytical work, so the
Typex or the ECM and the CCM were never really attacked or broken.

Fifth Phase: Decisive Convoy Battles on the North Atlantic Route

When sightings off the U.S. East Coast dropped off sharply after the
introduction of the convoys there, the BAU found the single operations in so
distant an area uneconomic, and switched back to the North Atlantic convoy
route in July 1942, starting the fifth phase of the battle.46 Now the operations of
the U-boats against the North Atlantic convoys took place along the following
pattern: approximately ten or fifteen U-boats which had sailed from Norwegian
or French bases at intervals of several days, after reporting that they had passed
the Iceland — Faroes gap or the area west of the Bay of Biscay, would receive
orders to go for a heading point, a square of the German grid map in an area in
which the BdU intended to form a patrol line.#7
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The B-Dienst and the Convoy Battles of 1942

The slowly growing successes of the B-Dienst against FRANKFURT gave the
BdU some help. At the end of 1942 the B-Dienst could decrypt up to 80 percent
of the intercepted signals, but the extent of decrypting was variable and, most
important, the time needed for decryption was much longer than Bletchley Park
needed against HYyDRA. Only about 10 percent of the intercepted and decrypted
signals came in time to be used in actual operations. But the other signals gave
important background information, and they especially allowed the
reconstruction of the Allied convoy time tables, so that the BdU could form
patrol lines at the right time and could identify the reported convoys.48

The BdU often became able to send his U-boats five or seven days before
the arrival of the convoy to the heading point and unfold his patrol line so that
the expected convoy would have to pass the line in daylight. If no convoy was
picked up, the patrol line was given a direction of advance and the day’s run was
fixed in such a way that the group could rake up on its assumed course. Upon
sighting a convoy, the U-boat making the first contact transmitted a signal. The
BdU then ordered the U-boats to concentrate on the convoy and attack. During
the convoy operation one of the U-boats had to operate as contact holder, send
off contact signals every hour and give bearing signals for the other U-boats of
the group. If this U-boat had to dive, because the convoy’s escorts drove it
down or off, another U-boat had to t